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Abstract

Matching regular expressions with back-references (regexes) is a common task in computer
programs. To match these regexes, current state-of-the-art regex matchers use backtrack-
ing algorithms with exponential worst-case complexity, or do not support them at all. The
exponential worst-case time complexity makes the backtracking matchers using backtrack-
ing vulnerable to the so-called regular expression denial of service attack (ReDoS), where
an attacker submits a malicious text to a regex matcher running on a server, triggerring
a large slowdown and causing the server to become unresponsive. We present a robust
regex matcher capable of matching a class of regexes with back-references in linear time
(for a fixed number of capture groups). Our matcher is based on recently introduced model
of register set automata, which are capable of representing the above-mentioned class of
regexes with back-references deterministically. We tested the performance of our matcher
under simulated ReDoS attacks on regexes from real-world projects and compared it against
state-of-the-art tools. The experiments show that our matcher is immune to all tested Re-
DoS attacks; in contrast with the state-of-the-art matchers, which on these attacks suffer
from extreme slowdowns.

Abstrakt

Regex matching se zpétnymi odkazy je ¢astd tloha v pocitacovych programech. Soucasné
matchery ovsem regexy se zpétnymi odkazy fesi backtracking algoritmy s exponenciilni
¢asovou slozitosti v nejhorsim pripadé, nebo je vubec nepodporuji. Kvuli této slozitosti
jsou matchery pouzivajici backtracking zranitelné tak zvanymi ReDoS (regular expression
denial of service) ttoky. ReDoS utok nastéva v pripadé, kdy tto¢nik zada skodlivy vstup
regex matcheru bézicim na serveru a muze tak diky zpomaleni zptsobit vypadek serveru.
V této préaci predstavime regex matcher podporujici tifidu regext se zpétnymi odkazy s
linedrni ¢asovou slozitosti (pro pevny pocet capture group). N&S matcher je zalozen na
nedavno predstavenych registr-mnozinovych automatech, které umoznuji deterministickou
reprezentaci vyse zminéné tiidy regext se zpétnymi odkazy. Vykon naseho matcheru jsme
ovérili na simulovanych ReDoS ttocich na regexy z praxe a porovnali vysledky s vykonem
prumyslovych matcheri. Vysledky experimentii prokizaly, ze nas matcher je imunni vuci
otestovanym ReDoS tutokim. Oproti tomu, vSem ostatnim matcheram tyto ReDoS utoky
zpusobily extrémni zpomaleni.
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Rozsireny abstrakt

Zpétné odkazy jsou Casto pouzivanym rozsifenim regularnich vyrazi (regext, z anglického
regular expression). Problém matchingu regexu se zpétnymi odkazy, tedy problém zjisténi
zda vstupni text opdovida regexu, je ovsem vypocetné slozity (konktrétné NP-tplny). Proto
soucasné matchery pouzivaji pri vyskytu zpétnych odkaz backtracking algoritmy. Back-
tracking algoritmus spociva ve vytvoreni nedeterministického automatu reprezentujici regex
a nasledné simulace tohoto automatu pro dany vstup. OvSem nedeterminismus zptsobi, ze
je pro dany vstup nutné najit potencidlni akceptujici cestu v automatu. Algoritmus zkousi
cesty dokud jsou mozné a v pripadé selhani se navraci do predchoziho bodu aby vyzkousel
jinou moznost pokracovani cesty — odsud nézev backtracking. Cest v automatu ovSem
muze byt v nejhorsim pripadé exponencidlné mnoho vudci délce vstupu, coz znamend, ze
backtracking algoritmy maji v nejhorsim pripadé exponencialni casovou slozitost.

Tato slozitost muze zplisobit problém napr. pro regex matcher zpracovavajici uzivatelské
vstupy na serveru. Pokud takovému regex matcheru uzivatel zamérné da skodlivy vstup,
mluvime o tak zvaném ReDoS (regular expression denial of service) titoku. ReDoS tutoky
jsou redlnou hrozbou, napt. vypadek stranky StackOverflow v roce 2016 byl zptisoben
ReDoS tdtokem. Jelikoz vsechny soucasné matchery podporujici zpétné odkazy pro né
pouzivaji backtracking, jsou nutné zranitelné viici ReDoS ttoktim. Je vhodné zminit, Ze
matchery které se zaméruji na vykon a bezpecnost, napt. RE2 a HyperScan, z tohoto
divodu zpétné odkazy nepodporuji.

Registr-mnozinové automaty (RSA — register set automata) jsou automatovy model
umoznujici deterministickou reprezentaci tiidy regexi se zpétnymi odkazy. RSA rozsifuji
kone¢né automaty o konecny pocet registrii, kde kazdy registr obsahuje mnozinu symboli.
Navic v této praci pripoustime mnoziny symbold na hranidch RSA misto jednotlivych sym-
boli, coz usnadnuje reprezentaci regexti. Reprezentace regexii funguje tak, Ze je regex preve-
den na odpovidajici registrovy automat (RA). OvSem registrové automaty nelze obecné
determinizovat, tedy RSA jsou pouzity pro jejich determinizaci (coz umozni determinizaci
vyrazné vétsi tiidy RA nez pii pouziti pouze RA). Deterministicky RSA reprezentujici
regex lze poté odsimulovat nad vstupem pro provedeni regex matchingu. Tato simulace je
jiz deterministickd, tedy existuje pouze jedna cesta v RSA pro dany vstup.

Tato prace predstavi novy regex matcher podporujici t¥idu regext se zpétnymi odkazy,
ktery je vyraznym zlepsenim oproti drive existujicimu prototypu. Matcher pracuje for-
mou virtualniho stroje (VM — virtual machine), tedy interpretuje kéd reprezentujici RSA
a jako vstup dostava vstupni fetézec daného regex matching problému. Sklada se tedy
ze dvou c¢asti: samotny VM matcher a generator koédu pro RSA reprezentujici regexy se
zpétnymi odkazy.

Vyse zminény prototyp matcheru zaloZzeného na RSA byl v ramci této prace vyz-
namné zlepsen a vysledkem je vyrazné efektivnéjsi a robustni regex matcher. Proto-
typ byl implementovan v jazyce Python a pracuje jiz naznaCenym zpusobem: regex
—[konstrukce RA]— nedeterministicky RA —[determinizace]— deterministicky RSA
—/[simulace RSA]|— vysledek ano/ne. Optimalizace v této praci byly zaméreny hlavné na
konstrukci RA a determinizaci. Pii konstrukci RA byl zredukovan pocet stavu a registru
konstruovanych RA. Determinizace byla optimalizovana technikami specifickymi pro RA
vznikajicich z regexti a jako vysledek byl sniZzen pocet stavii a hran vysledného RSA.

V této praci navrzeny generdtor kodu pracuje nad vylepsenym prototypem a spousti
se po determinizaci. Tedy pro dany RSA je vygenerovan kéd ktery jej reprezentuje. Pro
vybér prechodu podle mnozin symboli definovych na hrandch RSA se pouzivaji prefixové
stromy s listy oznacujicimi mnoziny symbold. Tyto prefixové stromy jsou definovany mimo



samotny kod a jsou pfedany VM matcheru do paméti. Pro jednu mnozinu symbold ovsem
muze existovat vice hran rozliSenych testy registri. Pro vybér hrany podle obsahu registru
byly naimplementovany multi-termindlni rozhodovaci diagramy (MTBDD — multi-terminal
binary decision diagram). MTBDD pouzivaji jako terminélni uzly konkrétni prechody RSA
a v netermindlnich uzlech se rozhoduje néaslednik podle prislusnosti vstupniho symbolu do
registru spojeného s danym uzlem. Tedy tyto MTBDD maji maximéalni vysku danou po¢tem
registru, ovsem v lepSim pripadé jsou zredukovany, coz snizi pocet testu registri.

Nakonec je potireba aktualizovat hodnoty registri po provedeni prechodu. Jelikoz
prifazeni do vSech registri probihd pti provedeni prechodu RSA paralelné, nelze provadét
prirazeni v libovolném poradi. Mohla by nastat situace, kde je prepsana hodnota reg-
istru, kterd je pozdéji potieba na pravé strané jiného prifazeni. Pro feseni této situace
je z prifazeni v pfechodu vytvoren graf zavislosti registri. V pripadé cykld jsou néktera
prifazeni rozdélena na dvé prifazenim nové hodnoty registru r do jeho kopie 7’ a naslednym
pritazenim r < r’. Jakmile jsou cykly odstranény, je vygenerovdno topologické usporadani,
podle kterého lze jiz bezpecné pritazeni provadeét.

Samotny VM matcher, naimplementovany v C++4, poté provadi vygenerovany kéd pro
zadané vstupy. Provadéni kédu prochézi vygenerované instrukce a vykonava je. Soucasny
stav RSA je ‘zakédovan’ pouze pozici v programu, stavy registrii jsou ulozeny jako pole
mnozinovych datovych struktur (konkrétné tabulek rozptylenych hodnot).

Naimplementovany VM matcher, pojmenovany rsacpp, byl experimentilné ovéren. Ex-
perimenty probihaly jako simulované ReDoS utoky. Regexy pro tyto utoky byly ziskany
z projekti z praxe a skodlivé vstupy k nim byly vygeneroviny néstrojem RENGAR.
Vysledky ukazuji, Ze (i) rsacpp je o nékolik radi rychlejsi nez predchozi prototyp co se tyce
rychlosti matchingu a nékolikandsobné rychlejsi co se tyce kompilace regexu, a (ii) zatimco
ReDoS ttoky zpisobily extrémni zpomaleni vSech testovanych primyslovych matchert
(vSechny z nich dosdhly v nékolika ptipadech 100s), rsacpp prokdzal imunitu viuci vSem
testovanym ReDoS utokiim a vSechny zpracoval v ¢ase pod hranici 0,1s. Toto ukazuje
vyznamny potencidl navrzené techniky zvysit odolnost vefejné nasazenych aplikaci vaci
ReDoS ttoktim. Védecky ¢lanek zalozeny na této diplomové préci byl prijat k publikaci na
mezinarodni konferenci PLDI’26 [22].
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Chapter 1

Introduction

Back-references are an extension of regular expressions (regexes) that allow a regex to
capture a substring of the input and match the exact captured substring to the input again
later. Back-references are supported by most major regex matchers and libraries [15, 18,
23, 29, 30, 34]. However, in all major regex matching tools, back-references are matched
using backtracking algorithms. A backtracking algorithm matches a regex by constructing
a non-deterministic automaton representing the regex and then trying to find a matching
path in the automaton, backtracking upon failure. The time complexity for backtracking
algorithms is exponential in the worst case. For this reason, regex matchers with a focus on
performance, such as RE2 [19] and HyperScan [42], do not support back-references [17, 25].

In various online services, a regex matcher encountering a difficult matching problem
can cause the server to become unresponsive. Such a situation, if caused intentionally by an
attacker, is the so-called regular expression denial of service attack (ReDoS). ReDoS is not
a theoretical threat, for example, a StackOverflow outage in 2016 and a vulnerability in the
widely-used Express.js framework were both caused by a ReDoS attack [2, 37]. Crucially,
any current matcher that supports back-references is inherently vulnerable to ReDoS, since
backtracking is used.

Register set automata (RSA) are a recently introduced automata model capable of de-
terministically representing a class of regexes with back-references [22]. RSAs extend finite
automata with a finite set of registers, where each register can store a set of input symbols.
In this work, we additionally allow sets of symbols instead of individual symbols on the
transition labels of RSAs, which makes regex representation easier. The representation
works by converting the regex to a register automaton (RA). However, RAs are not deter-
minisable in general, so RSAs are used to determinise them (which allows a significantly
larger class of RAs to be determinised). The deterministic RSA representing a regex can
then be simulated for an input word to perform regex matching. This simulation is, unlike
in the case of backtracking, deterministic, i.e., there exists only one path in the RSA for
a given input word.

This thesis introduces a new robust regex matcher capable of matching a class of regexes
with back-references in linear time (for a fixed number of capture groups). The matcher
is a significant improvement over a previous prototype [40]. It is a virtual machine (VM)
matcher; that is, it interprets code representing an RSA on the regex matching input word.
It is composed of two parts: the VM matcher itself and a code generator.

The above-mentioned prototype was improved in a major way in this work and the
result is a significantly more efficient and robust regex matcher. The prototype was im-
plemented in the Python programming language and works in the above-outlined man-
ner: regex —[RA construction]— non-deterministic RA —[determinisation]— deterministic



RSA —[RSA simulation]— true/false result. Optimizations in this work mostly targeted
RA construction and determinisation. During RA construction, the number of states and
the number of registers of the constructed RA were reduced. Determinisation was optimized
using techniques specific to RA constructed from regexes and as a result, the numbers of
states and transitions of the resulting RSA were reduced.

The code generator designed in this thesis works on top of the improved prototype and
begins working after determinisation is finished; i.e., code representing the constructed RSA
is generated. To select the next transition based on the set of symbols on the transition
labels, a prefix tree is generated with leaves representing the symbol sets. These prefix
trees are defined outside of the code itself and are passed into the memory of the VM.
For a set of symbols, multiple transitions differentiated by register tests can exist. To
select a transition based on the contents of the registers, multi-terminal binary decision
diagrams (MTBDDs) were implemented. The terminal nodes in these MTBDDs represent
specific RSA transitions, and the non-terminal nodes represent register tests. Moreover,
optimizations of the order of assignments to registers are introduced in order to reduce the
numbers of times register values are copied.

The VM matcher itself, implemented in C++, executes the generated code for the
regex matching inputs. Code execution consists of traversing the generated instructions
and executing them. The current state of the RSA is ‘encoded’ as the position in the code
and the register values are represented with an array of set data structures.

The implemented VM matcher, denoted rsacpp, was experimentally evaluated. The
experiments were simulating ReDoS attacks on regexes from real-world projects. The mali-
cious inputs were generated using the tool RENGAR [43]. The results show that (i) rsacpp
is multiple orders of magnitude faster than the previous prototype in terms of matching
speed and multiple times faster in terms of compilation speed, and (ii) while the ReDoS
attacks caused extreme slowdown of all tested state-of-the-art matchers (all of the matchers
had multiple instances reaching the 100s time out), rsacpp proved to be immune against
the ReDoS attacks, handling all of them in under 0.1s. This proves significant potential of
the designed technique to increase the resistance of publicly deployed applications against
ReDoS attacks. An article based on this master’s thesis was accepted for publication at the
international conference PLDI'26 [22].

The structure of the thesis is as follows. Chapter 2 defines register automata, reg-
ister set automata, briefly describes other automata models for data words, and defines
directed graphs and multi-terminal binary decision diagrams, which are models used in the
implementation. Chapter 3 defines regexes with back-references, describes techniques for
matching them, and provides an overview of the existing regex matcher prototype based on
register set automata. Chapter 4 shows improvements made over the existing prototype in
this work. Chapter 5 describes the C++ virtual machine matcher implemented in this work
and Chapter 6 presents experiments made with both the improved prototype and the C++
matcher, comparing them with state-of-the-art regex matching tools. Finally, Chapter 7
summarizes the work in this thesis and provides discussion on it, including future work.



Chapter 2

Automata for Data Words and
Other Preliminaries

This chapter introduces automata models for data words and other preliminaries. Specif-
ically register automata and register set automata will be discussed in detail, as they are
the key models in this work. Other related models will be discussed more briefly later
in this chapter, and at the end of the chapter, graphs and binary decision diagrams will
be introduced.

First, data words and other terminology will be formalized. A W B denotes a disjoint
union of sets A, B (i.e., AU B where AN B = ()). Sometimes, - is used to denote an ellipsis
(a value that can be ignored). For a function f and a subset of f’s domain X, f|x denotes
a restriction of f to X. To denote the class of languages accepted by a model we will use the
model’s abbreviation, e.g. FA, short for finite automata, is how the set of regular languages
would be denoted with this system.

An alphabet is a finite non-empty set. The elements of an alphabet are called symbols.
A word of length n over an alphabet ¥ is a sequence of symbols ajas .. . a,, where V1 < i <
n: a; € 3. The set of all words over an alphabet ¥ is denoted ¥* and a language L over X
is a set L C X*.

A data domain is a countably infinite set. The elements of a data domain are called
data values. A data word of length n over an alphabet ¥ and a data domain ID is a sequence
of pairs (a1,dy)(az2,dz) ... (an,dy), where V1 < i < n: (a;,d;) € ¥ x D. The set of all words
over an alphabet ¥ and a data domain D can be denoted (X x D)* and a data language
L over ¥ x D is aset L C (X x D)*. The empty (data) word is denoted &, and the length
of a (data) word w is denoted |w|.

2.1 Register Automata

Register automata were introduced by Kaminski and Francez in [26] (as finite-memory
automata) as a model of computation dealing with infinite alphabets. They were intended
to recognize an infinite-alphabet analog of regular languages. Register automata generalize
finite automata by adding a set of registers, each of which can store a data value. The
registers can then be tested for (non-)equality to the input value.

A (non-deterministic) register automaton over ¥ x D is a tuple A = (Q,R,A,I, F),
where @ is a finite set of states, I C @ is the set of initial states, ' C @ is the set of final
states, R is a finite set of registers, and A C Q x ¥ x 2B x 2R x (R = R W {in, L}) x Q



Figure 2.1: A register automaton accepting the language E;ﬁiat of words whose first data

value appears more than once

is a transition relation such that if t = (q1,a,9=, 97, up,q) € A, then g~ N g7 = . We
denote t as ¢ qgl.

Intuitively, A can use ¢ to move from ¢; to ¢o if it reads an input with the symbol a and
a data value d such that d is equal to the value of all the registers in ¢~ and to none of
the values of the registers in g7. The values of registers are then updated according to up,
where each register is (i) assigned a value of another register, or (ii) assigned d, denoted by
in, or (iii) emptied, denoted by assigning L to it. We will now describe this formally using
configurations of A.

A configuration of A is a pair (¢,¢) € @ x (R — D W {L}), where ¢ is the current
state and c¢ is the current register assignment. An initial configuration of A is a pair
(t,{r — L | r € R}), where i € I. Given two configurations y1 = (q1, c1) and v2 = (g2, c2),

A can make a step from 71 to 2 over (a,d) € ¥ x D using t = ¢ WQ2 €A,

denoted as 71 I—ga’d) o iff

1. Vreg=:d=c(r),
2. Vreg?:d+#ci(r), and

c1(r') ifup(r)=1"€R,
3. VreRico(r) =4 d if up(r) = in, and
1 if up(r) = L.

A run of A on a word (aj,d;)...(an,dy) € (X x D)* is a sequence of configurations
VoY1 - - - Yo Such that V1 < i <mn: 3t € A: v l—ga“d") ~; and g is an initial configuration.
A run (qo,co) ... (qn,cn) of Aon w e X x D is called an accepting run if ¢, € F.

A word w is accepted by A, if there exists a run p of A on w such that p is an accepting
run. The language accepted by A, denoted L£(A), is the set of all words that are accepted
by A, ie., L(A) ={w € ¥ x D | there is an accepting run of A on w}.

A is deterministic if |I| < 1 and for every ¢ € Q,a € %, it holds that for any two

transitions t; = qqi,tg = qqé € A such that t; # ty we
have gfﬁg%é =(Qor gfﬂggz = 0. Ais completeifVq € Q,a € 3,9 C R: Eq- €
A:g=CgAg? CR\g.

We will shorten register automata to RA, deterministic register automata to DRA. We
sometimes use NRA if we want to highlight that an RA is non-deterministic (however, the
meaning of NRA is the same as RA). We will also omit register updates of the form r < r
and consider them implicit.

!The transition notation was borrowed from [22].
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Figure 2.2: A register automaton accepting the language E;;fte “ of words whose last data

value appears more than once

Example 2.1. Consider the language E;ﬁat = {(ao,do) ... (an,dp) € (ExD)* |0 < i <
n: d; = dp}, i.e., the language of words whose first data value appears more than once in the
the word. The automaton shown in Figure 2.1 accepts ﬁ;iiiat for ¥ = {a}. The automaton
first stores the first data value into the register » while moving to state s. It then remains
in s as long as the input data value is not equal to the data value in r. Once the data value
of r is encountered in the input, the automaton moves to the accepting state ¢, where it
remains until the end of the input word. Notice that this automaton is deterministic.

Example 2.2. Next, we examine the language E;jffat = {(ao,dp) ... (an,d,) € (¥ x D)* |
30 < i < n:d; = d,}, ie., the language of words whose last data value appears more
than once in the the word. An RA accepting this language for ¥ = {a} is shown in
Figure 2.2. The automaton stays in the state ¢, ignoring the input data values, until
it non-deterministically moves to state s, storing the input data value in the register r.
In state s, the automaton loops while ignoring the input data values again, until it non-
deterministically moves to state t. The move to state ¢ is only possible if the input data
value is equal to the value of r (if the values match, the automaton can non-deterministically

choose either transition from state s). Notice that even though E;?;iat and £, “ appear

similar, non-determinism is necessary to accept £,;2°" with an RA, since, intuitively, it

involves guessing what the last data value will be during the run.

2.1.1 Properties of Register Automata

We first examine the closure properties of RAs under Boolean operations. One of the
original goals of RAs was to preserve as many of the closure properties of finite automata
as possible.

Fact 2.1. [26, Theorem 3 and Remark 2] RA is closed under union and intersection. RA
s not closed under complement

Proof idea. For closure under union and intersection, we can use the same product con-
structions as for finite automata. For non-closure under complement, consider the lan-
guage L7 ¢ RA (discussed in Example 2.2). The complement of this language is

last
E;Zpeat = {(ag,do) ... (an,d,) € X xD | VO < i < n:d; # d,}, that is, the language
of words whose last data value appears exactly once in the word. E;gip “t is not accepted
by any RA. If there were an RA A accepting £, " “at " A would need to store every data
value in the word to check that none of them are equal to the last data value. Since the
possible number of data values in a word is unbounded, A cannot exist and therefore RA

is not closed under complement. O



The non-closure under complement is an important property of the model in the context
of this work. If the class is limited to deterministic automata, however, the closure holds
even for complement.

Fact 2.2. [26, Section 4] DRA is closed under union, intersection, and complement.

Proof idea. For closure under union and intersection we can use the same construction as
in the proof of Fact 2.1, as the construction preserves determinism. To obtain closure
under complement, the DRA is transformed into a complete DRA and the finality of states
is swapped. O

Another important property of RA in the context of this work is that non-determinism
makes RAs strictly more powerful. In other words, not every NRA can be determinised.

Fact 2.3. [26, Remark 2] DRA C RA.

Proof idea. Since RA is not closed under complement (Fact 2.1), while DRA is (Fact 2.2),
there must be some languages in RA that are not in DRA. Trivially, all languages in DRA
are also in RA. Therefore DRA C RA. O

Lastly, we look at the emptiness and universality problems for RA. That is, the problems
of deciding whether the language of a given RA is () (emptiness) or (X x D)* (universality).
We omit the proofs of both of these properties here, since they are more involved.

Fact 2.4. [14, Theorems 4.3 and 5.1] The emptiness problem for RA is PSPACE-complete.

Fact 2.5. [7] The universality problem for RA is undecidable.

2.2 Register Set Automata

Register set automata were introduced in [22]. They generalize register automata by allow-
ing registers to store sets of data values (as opposed to individual data values). As will be
shown later, this allows them to represent a large class of NRAs deterministically, which is
crucial for their application in regex matching.

A (non-deterministic) register set automaton is a tuple A = (Q,R, A, I, F'), where Q,
R, I, and F are the same as for a register automaton, and A C Q x ¥ x 2R x 2R x (R —
2R&{n})) % Q is a transition relation such that if ¢t = (q1,a,¢€, g%, up,q2) € A, then
g€ N g% = 0. We denote t as qlqg.

Intuitively, A can use ¢ to move from ¢; to ¢o if it reads an input with the symbol a and
a data value d such that d is a member of all the registers in g and none of the registers
in g%. The values of the registers are then updated according to up, where each register
is assigned a set of values, which can either be a register or in. Each register r is then
updated by performing a union of all the registers in up(r), and adding the input data
value if in € up(r). As with RAs, we use configurations to define this formally.

A configuration of Ais a tuple (q,c) € Qx (R — 2P), where ¢ is the current state and c is
the current register assignment. An initial configuration of A is a pair (i,{r «+ 0 | r € R}),
where ¢ € I. Given two configurations ;3 = (q1,¢1) and 72 = (g2, ¢2), A can make a step
from ~; to 42 over (a,d) € ¥ x D using transition t = (g1, a, g€, g%, up, ¢2) € A, denoted as

7 "Ea’d) V2, iff

1. Vregs:deca(r),
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Figure 2.3: A deterministic register set automaton accepting the language £, “ of words

whose last data value appears more than once
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Figure 2.4: A register set automaton accepting the language £7VP*** of words containing
a data value exactly once

2. Vr € g%: d ¢ ci(r), and

{d} if in € up(r), and

3. VreR:ca(r)=U{aa(r) | ¥ € up(r) A € R} U )
0 otherwise.

A run of A, accepting run of A, and the language accepted by A have the same defi-
nitions as for RAs. A is deterministic if |[I| < 1 and and for every ¢ € Q,a € 3, it holds
that for any two transitions ¢t; = ¢ q.ta=q ¢4 € A such
that t; # to we have ¢S Ngf = 0 or gf NgS = 0. A is complete if Vg € Q,a € B, g C
R: Elq- eN:gfCgngfECR \ 9. We will shorten register set automata to
RSA, deterministic register set automata to DRSA. Updates of the form r < {r} will be
omitted and considered implicit.

Example 2.3. In this example, we revisit £ “  which was discussed in Example 2.2.

Figure 2.3 shows an RSA accepting L7/ “ for 3 = {a}. The RSA works by accumulating
all encountered data values into its register » and moving to accepting and non-accepting
states based on whether the last-seen data value was new or not. Whenever the RSA sees
a data value not yet stored in its register r, it moves to state ¢ (non-accepting) and adds the
new data value to r. If it sees a value already in r, it moves to the accepting state s. Observe
that this RSA is deterministic, as opposed to the RA accepting the same language shown
in Figure 2.2. In fact, this DRSA accepts a language no DRA can accept (as discussed in

Facts 2.1 and 2.3).

Example 2.4. Consider the language £V = {(ag,dp) ... (an,d,) € (X x D)* | 30 <
i<n:V0<j<n:i#j = d;#d;}, ie., the language of words containing a data value
with exactly one occurrence. Figure 2.4 shows an RSA accepting £777P¢ The RSA works
by looping in state ¢ while accumulating all encountered data values into its register r.



When the RSA sees a value not stored in r, it can non-deterministically choose to move to
state s while overwriting the contents of r with the input data value (intuitively, this is the
data value the RSA has guessed to be unique in the word). In state s the RSA loops while
checking that the input value is not in 7 (and is therefore different from the guessed value
— making sure that the guessed value is unique in the word).

2.2.1 Properties of Register Set Automata

In the case of RSAs, we will first look at the emptiness and universality problems. Even
though they generalize RAs, they retain decidability of the emptiness problem.

Fact 2.6. [22, Theorem 4.1] The emptiness problem for RSAs is Ackermann-complete.
Proof idea. Achieved by reducing to and from transfer Petri net coverability. O

The Ackermann complexity class is a strict superset of all primitive-recursive classes.
See, e.g., [36, Section 2.1.3] for details on the complexity class.

Fact 2.7. The universality problem for RSAs is undecidable.

Proof. RSAs generalize RAs, and RA universality is undecidable (Fact 2.5), therefore RSA
universality is undecidable. O

The closures under Boolean operations for RSA and DRSA remain the same as for RA
and DRA respectively. Consequently, the relationship of RSA and DRSA also mirrors the
relationship of RA and DRA.

Fact 2.8. [22, Theorem 4.2] RSA is closed under union and intersection. RSA is not closed
under complement.

Proof idea. To show closure under union and intersection, we can use the same constructions
as we used for RAs. To show non-closure under complement, consider again the language
LVrepeat (discussed in Example 2.4). It is possible to show that its complement, Lrepeat —
{(ao,dp) ... (an,dp) € (XExD)* | V0 <i<nd0 <j<n:i#*jAd; =d;} cannot be accepted
by an RSA. If it could be accepted, then RSA could be used to decide the emptiness problem
of a Minsky machine, which is undecidable. O

Fact 2.9. [22, Theorem 4.4] DRSA is closed under union, intersection, and complement.

Proof. The constructions for union and intersections preserve determinism. To show closure
under complement, any DRSA can be converted to a complete equivalent DRSA and then
finality of its states can be swapped. O

Fact 2.10. [22, Theorem 4.6] DRSA C RSA.

Proof idea. Consider the language £777P¢% which is in RSA, but its complement is not.
Since DRSA is closed under complement, £77P** cannot be in DRSA. Trivially, every
DRSA is also an RSA. O

Lastly, we will examine the relationship between RAs and RSAs. We have already
mentioned that RSAs generalize RAs. This generalization is indeed strict.

Fact 2.11. RA C RSA.



Proof idea. Clearly, we can use registers in RSAs the same way as registers in RSAs by
simply allowing storing at most one data value in them. Then (non-)membership tests
are equivalent with (non-)equality tests. Therefore, RA C RSA. To show RA 2 RSA,
consider the language L7/ “ which we have shown to be accepted by both RAs and DRSAs
(Examples 2.2 and 2.3 respectively). However, £, “! the complement of L “is not
accepted by any RA (Fact 2.1), while it is accepted by a DRSA, since DRSA is closed under

complement (Fact 2.9). O

2.3 Other Automata Models

There are, of course, other models that work with data words. In this section, we will first
discuss models similar to RSAs, and then mention a few other models briefly. The most
similar to RSAs are history register automata introduced by Grigore and Tzevelekos in [20].
History register automata, like RSAs, have registers® storing sets of values. However, the
update mechanism for history register automata only allows adding or removing the current
input from the registers (i.e., history register automata do not allow register unions). His-
tory register automata have the same closure properties and decision problem complexities
as RSA. In terms of expressive power, if we consider an extension of RSAs allowing removal
of the input symbol, then every history register automaton has an equivalent RSA, but
the other direction is an open problem. The deterministic variant of RSAs is proven to be
strictly more powerful than deterministic history register automata. See [40, Chapter 4] for
a detailed comparison of the two models.

Another model which resembles RSAs are set-augmented finite automata, introduced
by Banerjee et al. in [3]. Set-augmented finite automata also have registers storing sets of
values, but they are more restrictive than RSA. Namely, they only allow a singleton set as
a guard (i.e., they only allow checking (non-)membership of one register on a transition),
and they only allow updating one register at each transition by adding the input value
(or alternatively no registers are updated). This model is also strictly less expressive than
RSA, since (i) clearly we can construct an equivalent RSA for any set-augmented finite
automaton, and (ii) set-augmented finite automata are incomparable to RAs, which are
strictly weaker than RSA.

Although both history register automata and set augmented automata have registers
storing sets of values, neither of them seem sufficient for RA determinisation, since they
lack unions, which are used by the determinisation algorithm (see Section 3.2).

Data automata by Bojanczyk et al. [8] are composed of two components: a non-
deterministic letter-to-letter word (i.e, not a data word) transducer (each transition reads
and writes exactly one symbol) called the base automaton, and a word automaton called the
class automaton. Acceptance is based on running the input through the base automaton,
splitting the output into multiple sub-words based on data values (each sub-word contains
all symbols, in order, of a data value appearing in the whole word), and testing acceptance
of sub-words on the class automaton. The class automaton must accept every sub-word for
the input to be accepted.

Class-memory automata by Bjorklund and Schwentick [6] use the notion of class-memory
functions. Such functions assign to every data value the state of the automaton that

2The original history register automata have both (set-)registers as in RSAs (called histories) and
(singleton-)registers as in RAs (called simply registers). For us, it is sufficient to consider a version of
them with only histories, as the registers do not add to their expressive power. For consistency with the
previous models, we call histories registers.
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Figure 2.5: Examples of graphs

was assumed while reading the most recent position with the given data value. They are
equivalent in expressive power to data automata. Class-memory automata are strictly more
expressive than RA, but deterministic class-memory automata are incomparable to DRA.
Their emptiness is decidable, but their universality is not (as they generalize RAs).

Pebble automata by Neven et al. [32] have a finite number of ‘pebbles’ that are used
to mark positions in the input word. The automaton can compare data values lying under
pebbles with the use of pebbles being restricted by a stack discipline (only the top pebble
can be removed). Pebble automata are incomparable to RA and also incomparable to
RSA [22]. The emptiness problem is undecidable for pebble automata.

2.4 Graphs

We briefly introduce graph theory and algorithms following [11]. A (directed) graph G is
a tuple (V,E), where V is a set of vertices (sometimes called nodes), and £ C V x V
is a set of edges. The outgoing degree deg(v) of a vertex v is defined deg(v) = |{e €
E | e= (v,-)}]. A path of length n in G is a sequence of vertices v ...v,, such that
V1<i<n-—1:(v;,vi11) € E. A cycle of G is a path vy ...v,, where n > 1 and v; = v,,.
G is acyclic iff no path of GG is a cycle.

For two vertices u,v € V we say that v is reachable from wu iff there exists a path
u...v. A strongly connected component of G is a set of vertices SCC C V such that
Y(u,v) € SCCxSCC'": v is reachable from u. Note that any strongly connected component
SCC of G such that |[SCC| > 1 must contain a cycle. Le., there must exist a cycle vy ... v,
of G where V1 < i <n:wv; € SCC. It also holds that every vertex of a cycle must be in the
same strongly connected component.

A feedback vertex set of G is a set FVS such that G' = (V \ FVS,{(u,v) € E | u ¢
FVS ANv ¢ FVS}) is acyclic. The problem of finding a feedback vertex set of size < k is
NP-complete [27].

For a (directed) acyclic graph G = (V, E), a topological ordering of G is a sequence of
vertices v ... vy, where {v,...,v,} =V and V1 < i < n: Vi < j < n:v; is not reachable
from v;.

Example 2.5. Figure 2.5 shows examples of directed graphs. Vertices are represented as
circles and edges as arrows. Figure 2.5a shows a graph G with a cycle uvu. The strongly
connected components of Gy are {u,v}, {w}, {z}, and {y}. There are two feedback vertex
sets {u} and {v}. The graph Go, shown in Figure 2.5b, was obtained by removing the
feedback vertex set {v} from G;. There are three different topological orderings of Ga:
yuwz, uywz, and vwyx.

11



Algorithm 1: Depth-first search (DFS)

Input : A graph G = (V, E) and a start vertex s € V
Output: The set of vertices reachable from s
Function DFS wisit(u):
visited[u] < 1;
foreach (u,v) € E do
‘ if —wisited[v] then DFS wisit(v) ;
foreach v € V do
‘ visited[v] < 0;
DFS wisit(s);
return {v € V | visited[v]};

0 N oo U K W N =

2.4.1 Algorithms

We examine algorithms for computing reachability, topological ordering, and strongly con-
nected components. All complexity analyses will assume that the graphs are represented
by an adjacency list (each node u has a list of vertices v, where (u,v) € E).

Given a directed graph G = (V, E) and a vertex s € V, the set of vertices reachable
from s in G can be found using a procedure called depth-first search (DFS). The procedure
is shown in Algorithm 1. The core of DFS is in the recursive sub-procedure DFS wvisit
(Line 1). When called with a vertex u as an argument, it marks u as visited (Line 2). Then
it calls itself recursively on every not yet visited v such that there is an edge from u to
v (Line 4). This algorithm works in O(|V| 4 |E]) since every vertex is processed at most
twice (once in initialization a once during the search) and every edge can be processed at
most once.

To find a topological ordering of an acyclic graph, we can use a modified DFS. The
algorithm is shown in Algorithm 2. We modify the DFS wisit procedure by prepending
each processed vertex to a linked list (Line 5) to obtain the procedure DFS _wisit_order
(Line 1). The main procedure topological _sort (Line 6) then makes sure that each vertex is
processed by looping through the vertices and calling DFS _wvisit_order on each vertex that
was not yet visited (Lines 10 to 11). This gives us a topological ordering, since a vertex u
is only prepended after all vertices reachable from u are in the list already. This algorithm
also works in O(|V| + |E|), since (i) every vertex is processed at once by DFS _wvisit_order
and twice by topological__sort and (ii) every edge is processed once by DFS wisit_order.

Algorithm 3 shows the computation of strongly connected components in a graph. We
first abuse topological__sort by calling it on a graph which may contain cycles (Line 1). Then,
all edges in the graph are reversed (Line 2). In the reversed graph, we iterate over vertices
based on the ordering (Line 7). For an unvisited vertex v, we obtain the list of nodes reach-
able from v in the reversed graph by clearing a list (Line 8) and calling DF'S _wisit_order
from v with the empty list as an ordering (Line 9). The list now contains the vertices of
a strongly connected component, which is appended to a list of strongly connected com-
ponents (Line 10). This algorithm also works in O(|V| + |E|) as topological sort works in
O(|V|+ |E|), the edges can be reversed in O(|V|+ |E|), and rest of the algorithm processes
each vertex at most twice and each edge at most once.

12



Algorithm 2: Computing the topological ordering of an acyclic graph
Input : An acyclic graph G = (V, E)
Output: The topological ordering of G
Function DFS wisit order(u, ordering):
visited [u] < 1;
foreach (u,v) € E do

‘ if —wisited[v] then DFS wisit_order(v) ;
ordering.prepend(u);

Function topological_sort(G):
foreach v € V do
‘ visited[v] < 0;
ordering < empty__list();
foreach v € V do
‘ if —wisited[v] then DFS _wisit_order(v) ;
12 return ordering;

© 0w N O N W N =

e
= O

Algorithm 3: Computing the strongly connected components of a graph
Input : A graph G = (V, E)
Output: The strongly connected components of G
ordering <— topological__sort(QG);
ET « {(v,u) | (u,v) € E};
G« (V,ET);
sces < empty__list();
foreach v € V do

| wvisited[v] + 0;

7 foreach v € ordering do

8 scc < empty__list();

9 if —wisited[v] then DFS wvisit_order(v, scc);
10 sces.append(sce);

[N NI R

(=]

11 return sccs;

2.5 Multi-terminal Binary Decision Diagrams

Binary decision diagrams (BDDs), introduced by Bryant in [10], are data structures used
to represent Boolean functions. A Boolean function over n Boolean variables is a function
with the following signature f:{0,1}" — {0, 1}.

A binary decision diagram B is a tuple (N, T, V,r, high, low, var, val), where N is a set
of non-terminal nodes, T is a set of terminal nodes such that N NT = @, V is a finite
set of Boolean variables, r € N UT is the root node, high: N — N UT defines the high
successor, low: N — N U T defines the low successor, var: N — V assigns variables
to non-terminal nodes, and val: T — {0,1} assigns a Boolean value to each terminal
node. The graph induced by B is defined as Gg = (Vg, Eq), where Vg = N U T, and
E = {(z,y) € Vg x Vg | high(x) = y V low(x) = y}. It is required that G is acyclic and
that Vv € Viz: v is reachable from r. We say that B is ordered w.r.t. an ordering < over V
if it holds that Vn,m € N: (m = high(n) Vm = low(n)) = n < m.
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Algorithm 4: Ordered BDD reduction
Input : An ordered BDD B = (N, T, V,r, high, low, var, val)
Output: A reduced ordered BDD B’ equivalent to B

1 changed < 1;

2 while changed do

3 changed < 0;

4 if 3n € N: high(n) = low(n) then

5 changed + 1;

6 B «+ replace__node(B,n, high(n));
7 if In,n’ € N: high(n) = high(n') A low(n) = low(n’) A var(n) = var(n’) then
8 changed + 1;

9 B + replace__node(B,n,n’);
10 if 3t,t' € T: val(t) = val(t') then
11 changed + 1;

12 B+ replace__node(B,t,t');

13 return B;

W.lo.g. we set V = {vy,...,v,}. For a node z € N UT, the Boolean function
fz:{0,1}"™ — {0,1} represented by x is defined as follows:

val(x) iteeT
(mvar(z) A fiow(@) (V15 -, vn)) V (var(z) A frigh(z)(v1, -, vn)) ifx €N

fo(vi, .. ) = {

Two BDDs By = (Ni1,T1,V,r1, highy, lowy, vary, valy) and By = (Na,Ts, V,ra, highs,
lows, varg, valy) are isomorphic iff there exists a bijection f: (N3 U Ty) — (No U Th)
such that (i) Vn € Ni: f(n) € N (and therefore Vt € Ty: f(t) € Tb), (ii) f(r1) = ro,
(iii) Vt € T1: valy(t) = vala(f(t)), and (iv) Vn € Ny: vari(n) = vara(f(n)) A f(highy(n)) =
highs(f(n)) A f(lowy(n)) = lows(f(n)). A sub-BDD of B from node n € N UT is a BDD
B, = (Np,T,,V,n, hz’ghwnUTn,low|NnuTn,var|NnuTn,val|NnuTn), where N,, = {x € N |
x is reachable from n in Gg}, T,, = {z € T'| z is reachable from n in Gg}.

B is reduced if (i) Yn € N: high(n) # low(n), and (ii) there are no two distinct nodes
ni,n2 € N UT such that B,, and B,, are isomorphic. For two nodes n,n’ € NUT
of B, we define the procedure replace_node(B,n,n’) = (N',T',V,r', reroute_n(high),
reroute_n(low), var|ys, valjpr), where N' = N\ {n}, T" = T \ {n}, reroute_n(f) =
{x— flx)|ze NAf(x)#n}U{z—n' |z e NA f(x) =n}, and if r = n, then ' =n’
else ' = r. Algorithm 4 shows how an ordered BDD can be converted to an equivalent
reduced ordered BDD. Line 6 removes non-terminal nodes whose high edge points to the
same node as the low edge. Line 9 merges together non-terminal nodes that have the same
variable and the same low and high descendants. Line 12 merges terminal nodes with the
same values.

Example 2.6. Figure 2.6 shows an example of an ordered BDD over the variables a, b, c,
where a < b < ¢. In the diagrams, non-terminal nodes are labeled with their respective
variables, terminal nodes with their values, high edges are shown as solid lines, and low
edges are shown as dashed lines. Figure 2.6a shows the BDD as fully branching (i.e., with
the maximum possible number of nodes and edges given the variables). Figure 2.6b shows
an equivalent BDD in its reduced ordered form.
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(a) Ordered BDD (b) Reduced ordered BDD
Figure 2.6: An ordered BDD over the variables a, b, ¢ and its reduced ordered equivalent
In this work, we will use an extension of BDDs called multi-terminal BDDs (MTBDDs).
They are the same as BDDs, except the values of terminals are not restricted to Boolean

values. We can keep the same definition for ordered and reduced variants as well as keeping
the reduction algorithm the same.
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Chapter 3

Matching Regexes with
Back-references

In this chapter, we will introduce regexes with back-references and common ways to match
them. We will then present a method for matching a subset of regexes with back-references
deterministically using register set automata.

Regexes with back-references extend standard regular expressions by capture groups
and back-references. Intuitively, a capture group is a sub-expression that can be back-
referenced, and back-references then match exactly the text matched by the capture group.
We will define the syntax of back-references formally and then describe their semantics
only informally, since the formalization can get quite technical and the semantics are not
consistent across different implementations anyway. See, e.g., [5] for a precise formalization.

A regex with back-references (REBR) over an alphabet ¥ is defined recursively as follows:

(i) Va €e XU {e}: a is a REBR,

(ii) Yn € N: \n is a REBR,
(iii) if Ry, Ry are REBRs, then (R1R2), (R1|R2), (R]) are also all REBRs, and
(iv) if R is a REBR, then Vn € N: (,R),, is a REBR.

If we only consider items (i) and (iii), we get the definition for standard regexes, for
which, given a regex R, we define the language of R as:

{R} if Re XU {e},
L(R) = {vw |v € L(R)) Nw € L(R2)} if R = (R1Ry),
{w | w e E(Rl) Vw e ﬁ(Rg)} if R= (R1|R2),

{wi...wp [ neNVI<i<n:w, € L(R)U{e}} if R=(R}),

Item (ii) represents back-references, and item (iv) capture groups. We mark back-references
and capture groups with numbers to show which back-references reference which capture
groups explicitly (in practice, it is usual that every pair of parentheses is considered a cap-
ture group and a back-reference \n references the n-th pair of parentheses). In a REBR,
a back-reference must appear after the corresponding capture group, and there can be mul-
tiple back-references referencing the same capture group. In general, a capture group may
contain any REBR.

We assign the regex operators their usual priorities, where iteration takes precedence
over concatenation, which in turn takes precedence over branching. Parentheses that follow
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this operator priority can then be omitted. For a REBR R, we will use R as a shorthand
for RR*, [ajaz...ay) as a shorthand for (a1]ag|...|a,), where a; € 3. We lift this notation
to sets of symbols, where [S] denotes [ajaz ... ay], where {a1,a2,...,a,} = 5,5 CX. We
use . as a shorthand for [X]. Additionally, [*ajaz...ay] denotes [(X\ {a1,az,...,a,})].

Example 3.1. Consider the REBR (1.*)1\1. This REBR matches words which can be split
down the middle into two equal subwords. Ie., it matches the language {ww | w € ¥*}.
Notice that because back-references match exactly the subword matched by the capture
group, REBRs can match non-regular languages, as demonstrated by this example. In fact,
matching REBRs in general is NP-complete [1].

Example 3.2. Next, we show a different way to utilize back-references. The REBR
(1..™)1\17 can be used to match words whose length is a composite number. That is,
it matches the language {w € ¥* | 31 < k,l < |w|: k-1 = |w|}. Intuitively, the capture
group (1..7)1 can be thought of as guessing k (it matches any word that is at least 2
characters long), and the number of repeats in the second part, \1*, can be thought of as
guessing [ — 1.

Example 3.3. In this example we show how back-reference semantics can get complicated.
Consider the REBR (abl (1cd)1)\1. Clearly, it matches the word cded, but what about
the word ab? Usually, the answer is no, since the back-reference’s corresponding capture
group was not matched, however in JavaScript [18], for example, the answer is yes, since
the back-reference is ignored if the corresponding capture group was not matched.

Example 3.4. Lastly, we further refine the intuitive definition we gave for REBR semantics.
We stated that a back-reference matches exactly the subword matched by the capture group.
A capture group, however, can potentially match multiple different subwords. Consider the
REBR (;.)1*\1. The capture group can be matched any number of times (including
zero, which corresponds to Example 3.3). It is more accurate to say that a back-reference
matches exactly the subword most recently matched by the capture group. The example
REBR (7.)1*\1 matches the word abcc, but not the word abcb. In general, it matches any
word in which the last 2 symbols are the same.

3.1 Backtracking Matchers

In industrial matchers, REBRs, if supported, are matched using backtracking algo-
rithms [15, 18, 23, 29, 30, 34]. This section will briefly introduce a general backtracking
algorithm for matching regexes.

The first step of the algorithm is to convert the input REBR into some kind of extended
non-deterministic finite automaton (ENFA). As part of the extension of finite automata,
we assume a way to store a subword matched by a capture group and use it when checking
a back-reference. The matching algorithm is shown in Algorithm 5.

The algorithm as shown is independent of the regex features supported, as it defers
regex semantics to the underlying ENFA using the make_step(A, q, a) procedure. This
procedure returns all the possible states an ENFA A can be in after making a step over
the symbol a from state q. Algorithm 5 is recursive. It first checks if the input word w is
empty, and if so, it checks whether the current state is final (Line 2). If there are remaining
symbols in w, the algorithm takes the first one, and collects all the states the ENFA can
be in after making a step from the current state over that symbol (Line 5). Then, for each
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Algorithm 5: match__backtrack(A, w, qp)
Input : Word w and an ENFA with A initial state qg
Output: true if w € L(A), else false

1 if w =¢ then

2 ‘ return is_final(qo);

3 else

4 a + w(0];

5 S < make__step(A, qo, a);
6 foreach ¢ € S do
7
8

| if match_backtrack(A, w[l...], ¢) then return true;
return false;

state collected, the algorithm recursively calls itself from that state with the remainder of
the input word (Line 7). If any matching path inside the ENFA is found, the algorithm
returns true, otherwise it falls through to Line 8 and returns false.

Algorithm 5 has an exponential worst-case complexity (in the length of the input), since
for a bad regex and input combination, it has to explore all possible paths in the ENFA,
branching at each step. Consider, for example, the regex (a*)* and a word a™b. At each
a, the backtracking engine can either continue matching a* (the inner *) or start a new
repetition of (a*) (the outer *). Therefore each a introduces two possible branches the
algorithm can take. And since the b at the end causes the match to fail, the algorithm will
backtrack through all of these possibilities, which gives us the exponential complexity. For
this reason, performance focused regex matchers, such as RE2 [19] and HyperScan [42],
avoid backtracking algorithms (and do not support back-references) [17, 25].

3.2 Matching Based on Register Set Automata

In this section, we introduce REBR matching using register set automata as presented
in [22] with refinements from [40]. It is possible to use RSAs to match a subset of REBRs.
The high-level algorithm consists of three steps:

1. Convert the REBR into an NRA (if possible).
2. Determinise the NRA from the previous step into a DRSA (if possible).
3. Run the input word on the DRSA from the previous step.

When using RSAs to match REBRs, we only consider single-letter REBRs, that is,
REBRs whose capture groups are of length one. Note that it is possible to convert any
REBR with bounded-length capture groups into single-letter REBRs by splitting the longer
capture groups into a concatenation sequence of single-letter ones (and splitting the back-
references accordingly)l. E.g., (1...)1\1 turns into (1.)1(2.)2(3.)3\1\2\3.

For the purposes of REBR matching in practice, we use RAs and RSAs that run just on
words over the alphabet, not on data words (or, equivalently, we set ¥ = D). Since we would
still like to support an infinite (or very large) alphabet, we modify RAs and RSAs to have
sets of symbols on their labels instead of just singular symbols. To convert a single-letter
REBR into an NRA we use a modified Thompson’s construction [39]. The modification

"However, single-letter REBRs obtained this way usually turn out to be non-determinisable into DRSAs.
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Figure 3.1: Automata created in the extended Thompson’s construction for a capture group
(,,[81),, and back-reference \n

consists of the two additional rules, one for capture groups, and one for back-references.
The capture group rule for the n-th capture group is an automaton with a transition that
stores the input symbol in register r,,, the transition is labeled with the set of symbols the
REBR allows to match in the capture group. The back-reference automaton for the n-th
back-reference simply tests whether the input symbol is a member of the register r,. The
transition label is always ¥ in this case. Figure 3.1 shows the automata for both new rules.

Next, we show the determinisation of an NRA into a DRSA from [22] (with modifications
from [40]). We start by introducing some notation. Let A = (Q,R,A, I, F) be an NRA.
The set R[g] denotes the set of registers active in ¢ € @, that is, R[q] is the set of registers for
which there exists a transition q1q2 € A, where (i) g2 = ¢ and up(r) # L
or (ii) ¢1 = ¢ and 7 € g~ U g7. For a set of registers S C Q we denote R[S] = Ugesial}-
We say that A is register-local, if for any two states q1,q2 € @ s.t. ¢1 # qo it holds that
Rlg1]NRg2] = 0. A is relation-free if for each transition it holds that each register appears
on the right-hand side of an update at most once, and at most one register can be updated
by in or a register in the equality guard. In other words, A is relation-free if for any input
word w = (ag,dp) ... (an,d,) and position i, the data value d; is stored in at most one
register (note that values equal to d; might be stored in multiple registers, provided that
each of them was read from a different position in w). Every NRA can be modified to be
register-local and relation-free.

Algorithm 6 shows the determinisation algorithm. The algorithm’s basis is the subset
construction for finite automata with special handling of registers. Instead of macrostates
being just sets of states, they are pairs (S,¢) € 2¢ x (R — {0,1,w}), where S is a set of
states (same as in the standard subset construction) and ¢ is a mapping of registers to track
whether they store more than one value. This is important because a non-membership test
of a DRSA does not simulate a non-equality test of an NRA if the register stores more than
one value, which is reflected in Line 9.

The algorithm uses a worklist to store macrostates it reaches, creating transitions and
target macrostates from the currently processed macrostate. For a macrostate being pro-
cessed, we first create the set M of minterms from sets of symbols on the transitions outgoing
from each state in the set of states of our macrostate (Line 5). Intuitively, a minterm is
a region of a Venn diagram drawn from the given sets. In other words, a member of the
set M is a set of symbols that are not distinguished between by transition of the NRA,
whose origin state is a member of S. For each combination of a € M and a subset g of
non-empty registers active in the current macrostate (Line 6) the algorithm creates a set
of transitions that can be taken using (a,d), assuming that d is stored in all registers in
g (Line 7). Lines 10 to 16 then process the collected transitions and a new transition
simulating them is created (Line 25). Lines 17 to 20 check that the generated DRSA tran-
sition does not overapproximate the language of the original NRA by checking that each
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Algorithm 6: Determinisation of an NRA into a DRSA
Input : Relation-free, register-local NRA A= (Q,R,A, I, F)
Output: DRSA A" = (Q, R, A, I', F") with L(A") = L(A) or L

1 @ «+ worklist < I' + {(I,co={r—0|reR}H};

2 A« (;

3 while worklist £ () do

4 (S, ¢) « worklist.pop();

M <« minterms(A,S);
foreach a € M,g C {r € R[S] | ¢(r) # 0} do

T+« {q{(alg.g7. d €A|qeS g~ Cg.g" Ng=0};
5 (¢ | e <7
if 3g-( .97, )¢ € T,3r € g7: ¢(r) > 1 then return L ;

10 T* = {q{alg g%, uplg/in]}q | ¢{(alg .97 up)-d € T};

© W N o O«

11 foreach r;, € R do
12 tmp <+ 0;
13 foreach - -eT* do
14 ‘ if up(r;) =y # L Ac(y) #0 then tmp < tmp U {y} ;
tm in} if tmp N () and
. op, p\ {in} p.g7é ;
! tmp otherwise

>1vw
16 d(r) « > e(x) ;

z€op,,
17 foreach ¢ € S’ do
18 P« op,, x---xop, for{ry,...,rm}=R[];
19 foreach (z1,...,z,) € P do
20 ‘ if A(- q)eT® s.t. Nup(r;) =z; then return L ;

21 up’ < {ri = op,, | 1 € R}; l=isn

22 if (57,c) ¢ Q' then
23 worklist.push((S’, ));
24 Q' QU{(s, )}

2 A < AU {(S, ) {al g RN g upD)(5, )}

26 return A' = (Q' R, A", I' {(S,c) € Q' | SNF # 0});

register update combination is also present in some of the transitions of the NRA that is
being simulated.

Since this overapproximation check ignores the actual values of registers, if there ex-
ists a pair of registers that hold equal value regardless of input, the algorithm can detect
overapproximation even when the language of the resulting DRSA does not actually over-
approximate the NRA’s language. Notably, this often happens with copies of the same
register created to satisfy register-locality. This overapproximation check is refined by us-
ing the post-processing algorithm of [40], which keeps track of which registers are copies of
one another.

3.2.1 Matching Complexity

The actual matching process is running the input word on the created DRSA. The com-
plexity of computing a run on a word is dependent on the implementation. Consider the
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registers being implemented by a sparse set, a data structure introduced in [9]. A sparse
set consists of of two arrays, sparse and dense. The dense array is an array of the ordinal
values of each element of the set in the order that they are added into the set. The sparse
array is an array where for each element’s ordinal value i, sparseli] is set to the index at
which i is stored in dense. Additionally, the number of elements in the set is stored.

This means that one does not have to initialise memory used by neither sparse nor
dense, since the valid values of dense are determined by the number of elements in the set,
and the valid values of sparse are determined by being pointed to from dense. The reason
that this data structure was chosen here is that we get membership testing and element
adding at constant time complexity, and a union of two sets in time complexity linear in
the number of elements of the smaller of the two sets.

Note that this data structure is impossible to create over an infinite domain. However,
this is not a big problem, since we only need to represent as many symbols as there are in
the given input word (which is a finite amount). Also, in practice, the alphabet is actually
finite. For a finite alphabet, this means that an update can be performed in O(|] - [R/|?).

To decide which transition to take, we need to test each register at most once. This can
be done by, for example, storing the transitions as leaves of a decision tree structure, with
membership of the input in a register determining the next node at the level corresponding
to the register. This therefore has a time complexity of O(|R|). Combining everything, we
get the following theorem.

Theorem 3.1. [22, Theorem 6.3] For a fized DRSA over a finite alphabet, the worst-case
time complexity of regex matching is linear to the length of the input word w, specifically

O(|w| - 3] - |R[?).

Note that if the alphabet is infinite, the complexity turns into O(|w|? - |R|?). However,
it is possible to define a copy-free property on DRSAs. A DRSA is copy-free if it has no
transition where it assigns the same non-singleton register to two registers.

Theorem 3.2. [22, Theorem 6.4] For a copy-free DRSA, the complexity of testing mem-
bership is O(Jw| - |R]).

Proof idea. The proof is done by ordering input values based on age (the oldest one being
the one read earliest) and setting a register’s age as the age of the oldest value stored inside
it. We can perform each necessary union by adding the values from the younger register
to the older register. Since the automaton is copy-free, a value from a specific position in
the input word can only be added to another register |R| times (after |R| unions, it is in
the oldest register and cannot be added anywhere else). This means that each position
of an input word can be processed at most O(|R|) times, giving us an overall matching
complexity of O(|w| - |R]). O

3.3 Prototype Overview

The prototype is implemented in Python. For the most part, it adheres to the procedures
outlined in Section 3.2. It uses Python’s regex parser to create a syntax tree from a REBR.
NRAs are created using Thompson’s construction with the added rules shown in Figure 3.1.
The transition labels are sets of symbols; they are represented as tuples (neg,S), where
neg is a Boolean value and S is an explicit set of characters. Semantically, the value of
(neg,S) is S if neg is false, and ¥\ S if neg is true. For example, {a,b, c} is represented
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as (false,{a,b,c}), ¥\ {a,b,c} as (true,{a,b,c}), ¥ is represented by (true,(), and @ as
(false, (). Standard set operations are implemented for this tuple representation. The NRA
itself is represented closely according to the theory as a class containing sets of states, final
states, initial states, transitions and registers.

Note that during NRA construction, syntax tree nodes that are not supported might
be encountered, in which case the construction fails. This includes back-referenced capture
groups which are longer than one character, look-arounds (including any non-character con-
suming anchors, such as the word boundary, commonly represented as \b). The exceptions
to this are the start and end anchors — " and $ — which cause the matcher to omit the
implicit .* at the start or end of a REBR, which is added to any unanchored REBR. Any
matching flags (such as case-insensitive or multiline matching) are ignored. Consequently,
the prototype matcher does not take any special care when reading newline characters. If
line by line matching is required, it is necessary to feed the matcher one line at a time.

Once an NRA is constructed, e-transitions are removed from the NRA using a standard
e-closure algorithm. Since states that are potentially unreachable may be generated, they
are removed using graph reachability. Note that technically there could remain some state
which is unreachable due to some register condition, for example, a membership test of
a register which is always empty at that point. We do not deal with these, since removing
unreachable states in general solves NRA emptiness, which is PSPACE-complete.

A constructed NRA is converted to a register-local form. First, implicit register up-
dates of the form r « r are filled in if r is unspecified (i.e., not assigned any value) in
the given update (the NRA does not initially have these, since it simplifies Thompson’s
construction). The conversion algorithm iterates over transitions, modifying each update
and test by prepending the respective state names to the register names. After the register
is in its register-local form, in each given update, each unspecified register r gets the update
r <— L so it only remains active in the correct states. See Figure 3.2 for an example of
the result of the register-local conversion (for clarity, states are shown in the superscript
instead of prepended).

The resulting automata are relation-free without modification since, intuitively, differ-
ent capture groups (and back-references to them) do not interact in single-letter REBRs.
Alternatively, we can inspect the rules for the automaton construction that manipulate
registers (other than just keeping their value the same) shown in Figure 3.1, and see that
no relations or non-equality guards can be introduced in them.

The determinisation implementation also closely follows Algorithm 6. The resulting
DRSA is also represented as a class with sets of states, final states, initial states, transitions
and registers during the determinisation. At the end of the determinisation algorithm,
a hash table is created mapping macro states to their outgoing transitions. The method for
running a word on a DRSA keeps track of the current state and current values of registers.
The transition to be taken is found using the hash map and iterating over the transitions
returned, until one is possible to take given the state and register configuration. The first
transition found can safely be taken since the automaton is deterministic. If no transition
is found, the method returns false. The register configuration is updated by processing
register updates one by one, creating a new configuration (while the current one still has
old values). After all register updates on a transition are processed, the new configuration
replaces the old one. If there are no more input symbols to be read, the method returns
true if the current state is in the set of final states and false otherwise.
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Figure 3.2: NRA for the REBR .*(1.)1."\1."\1.* before and after conversion to its
register local form.

3.4 Other Proposed Approaches

This section will discuss approaches other than the standard backtracking, that have been
proposed for matching REBRs.

In [16], Freydenberger and Schmid introduce a notion of deterministic REBRs by re-
stricting REBRs using a deterministic automaton model. For practical matching though,
this class is too restrictive, since it does not cover regular languages (it is incomparable
with the class of regular languages). In [35], Schmid presents a subclass of REBRs that can
be matched in polynomial time. Yang, et al. propose an algorithm for matching REBRs
n [44]. The experimental results show that their approach algorithm is more resistant to
ReDoS attacks than the standard backtracking approach, however, the approach retains
the exponential worst-case complexity (as back-references are supported in full). Nogami
and Terauchi show an algorithm for matching REBRs with one (general) capture group and
one back-reference that works in quadratic-time [33]. This is incomparable to RSA-based
regex matching, which can support multiple capture groups, but only of length at most one.

3.5 Unicode

We will briefly introduce Unicode and its UTF-8 (Unicode Transformation Format 8-bit)
encoding specifically. The Unicode Standard [38] is a standard for encoding written char-
acters and text, supporting written languages from all over the world. Each character is
assigned a code point (a numeric value) and a name. There are 1,114,112 code points in uni-
code, not all of which are assigned a character. Unicode is built on top of ASCII such that
ASCII characters have assigned code points with the same value as their ASCII encoding.

The UTF-8 encoding is the most common Unicode encoding, as evidenced by the fact
that 99% of websites are encoded using UTF-8 [41]. Encoding a code point into UTF-8
takes one to four bytes of space. An advantage of UTF-8 is that ASCII characters are
encoded exactly the same as in ASCII and that it is the most compact encoding for text
that is mostly (extended) ASCII. The number of bytes in an encoding is determined by
the prefix of the first byte: ‘0’ for one byte, ‘110’ for two bytes, ‘1110’ for three bytes,
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Table 3.1: UTF-8 Encoding (Table 3-6 in [38])

Scalar Value 1st Byte | 2nd Byte | 3rd Byte | 4th Byte
00000000 OxxxxxXX 0XXXXXXX

00000yyy yyxXXXXxXX 110yyyyy | 10xxxxxx

ZZZZYYYY YYXXXXXX 1110zzzz | 10yyyyyy | 10xxxxxx

00Ouuuuu zzzzyyyy yyxxxxxx | 11110uuu | 10uuzzzz | 10yyyyyy | 10xxxxxX

and ‘11110’ for four bytes. Bytes which are not first in the encoding have the prefix ‘10’
Table 3.1 shows conversion of code point into its UTF-8 encoding. A scalar value is the
binary representation of a code point.
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Chapter 4

Improvements to the Prototype

This chapter discusses improvements made to the existing Python prototype. Excluding
bug fixes, the improvements consist of extending parsing to support more REBRs and
optimizations to the NRA construction and the determinisation algorithm. At the end of
the chapter, some optimizations which were unsuccessful are discussed.

Parsing was modified to allow capture groups of length 0 and capture groups that have
variable length between 0 and 1. Capture groups of length 0 are handled by generating
both their capture group and back-reference transitions as e-transitions. When a capture
group of variable length 0-1 is encountered, the REBR is transformed into a union of
two copies of the original REBR with one of the copies having the variable capture group
be set to length 0 and the other to length 1. If there are multiple variable-length cap-
ture groups present in the REBR, each combination needs to be generated. E.g., the
REBR (1.‘8)1(2.|€)2\1\2 becomes (16)1(26)2\1\2 | (36)3(4.)4\3\4 | (5.)5(66)6\5\6
| (7.)7(3.)8\7\8 (white space is added for clarity).

4.1 NRA Construction Optimizations

Optimizations during NRA construction were made to reduce the number of states and the
number of registers. The NRA Thompson’s construction and the e-removal algorithm were
adjusted to reduce the number of states of the resulting NRA. To reduce the number of
registers, an analysis finding unnecessary registers was implemented

Reducing the Number of States. In the NRA Thompson’s construction, the concate-
nation was adjusted to detect whether its argument NRAs only contain e-transitions. If
one NRA only contains e-transitions, the other argument NRA can be used as the concate-
nation directly. If both argument NRAs only contain e-transitions, a new automaton with
only one state, which is both final and initial, and no transition is returned to represent
the concatenation.

In the e-removal algorithm, an additional special case was implemented where if a state
is detected with its only outgoing transition being an e-transition, the state is deleted
along with the outgoing e-transition. All the transitions incoming into the deleted state are
redirected to the target state of the deleted e-transition. If the deleted state was initial, the
target state of the deleted e-transition is also made initial. The state and transition removal
is not done if the detected state is final, since setting the target state of the e-transition as
final could change the language accepted by the NRA.
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Reducing the Number of Registers. After the NRA is converted to its register-local
form, there may be registers that can be deleted without any effect on the language of
the NRA. Consider, e.g., the NRA shown in Figure 3.2b. It has 4 registers (r{,r§,r%, and
"), however, we could delete the registers r{ and r{ without any effect on the language
accepted by the NRA.

An algorithm resembling data-flow analysis was implemented to detect dependencies
between registers. In dep: R — 2R, for each register, the algorithm maps a set of registers
that the register is dependent on, initially set to () for all registers. Then, until dep remains
unchanged, the updates up of each transition of the NRA are looped through and for all
registers r, if up(r) € R, then dep is updated as follows: dep(r) < dep(r) U {up(r)} U
dep(up(r)). Le., for each register r we obtain the set of registers whose value may be
eventually copied into r.

After performing this dependency analysis, we remove all registers which are (i) not
tested (a register is tested if any transition contains it in g~ or ¢7) and (ii) not in dep(r)
for some tested register r. This not only helps speed up determinisation by removing
registers, it also tightens overapproximation detection. The overapproximation detection
may otherwise be triggered by an update to a register that the optimization would remove.

4.2 Determinisation Optimizations

There were two optimizations made to the determinisation algorithm (Algorithm 6). The
first optimization leverages the fact that there are no non-equality guards in NRAs con-
structed from REBRs. This is because back-references only check for equality. Since there
are no non-equality guards, we do not need to track the sizes of registers in the determin-
isation. We still keep track of which registers are empty, since this knowledge limits the
number of possible register subsets created on Line 7, which turned out to be a large benefit.
We therefore limit the number of macrostates created while not increasing the number of
transitions generated per macrostate (which would be the case had we completely removed
size tracking). This is done by collapsing all values > 1 to 1 instead of w on Line 16.

The second optimization also reduces the number of register subsets created on Line 6.
For a given (currently processed) macrostate (S,c¢), we will call registers that appear as
(non-)membership guards of on Line 25 considered. We collect all outgoing transitions
from the states in S, and create a set of non-empty registers used on the (non-)equality
guards. Then, only registers of the created set are considered instead of all registers. We do
this by adding a line Rg + {r € g~ U g7 | q- € A, where ¢ € S}' between
Lines 5 and 6 and replacing R with Rg on Lines 6 and 25. This is safe to do since testing
any registers not used in the NRA transitions will not have an effect on the destination state
or register update of the newly created DRSA transition. Limiting the number of registers
considered was effective, since the number of outgoing transitions from a macrostate grows
exponentially with the registered considered.

n the reduction of registers considered as well as the register dependency analysis we include g7 to keep
the optimizations general, however, in the implementation this is not needed since no non-equality guards
occur in NRAs created from REBRs.
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Figure 4.1: NRA and DRSA for the REBR .*(;.)1.7\1.* if the automata were constructed
without register localization

4.3 Unsuccessful Optimizations

This section will list optimizations to the prototype that were attempted and deemed to
be unsuccessful. It was conjectured that register localization is not necessary for deter-
minisation in the case of NRAs constructed from REBRs. Thus, register localization was
removed at one point to reduce the number of registers in the automata. This was effective
at reducing both determinisation time and matching time. However, it turns out that even
in the case of NRAs created from REBRs, it is necessary for correctness to perform register
localization before determinisation.

Consider the regex .*(1.)1.7\1.*, its NRA representation without register localization
is shown in Figure 4.1a. The resulting DRSA of the determinisation algorithm (without
overapproximation checking) running on the NRA is shown in Figure 4.1b. Note that Fig-
ure 4.1b omits the register mapping part of macrostates, the state {q} should also be labeled
with {r; — 0} and the remaining states with {ry +— 1}. The DRSA overapproximates the
language of the NRA, for example, the word abb is accepted by the DRSA, but is not
accepted by the original NRA (nor does it match the original REBR).

The next optimization was done in an attempt to speed up determinisation: minterms
were constructed for all transitions of the NRA at the beginning, instead of for each
macrostate’s outgoing transitions. However, the matching time slowed down enough that
this idea was scrapped.

Yet another optimization was implemented to speed up matching: the way registers are
tested to select the next transition was modified. Instead of looping through all transitions
per state and testing each transition’s guards separately, registers were all tested when
entering a state and a bitmap of membership was created, which was compared against
each transition’s guards. After this optimization was implemented, matching time was
actually slower, so it was also scrapped.
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Lastly, to decrease matching time using a lower level programming language, a different
approach was first taken to using C++ for than is described in Chapter 5. Originally,
each DRSA was compiled into C++ code matching it. More specifically, state control was
realized as a big switch statement. To select a transition by its label a static hash set
was tested for membership and to select a transition by register tests the transitions had
an assigned bitvector of registers which need to contain the input for the transition to
be available. A bitvector of membership of the current input symbol was created at each
step to compare against the transitions’ bitvectors. Transitions from a state were looped
through sequentially and the first transition satisfying both conditions was taken. However,
the generated code was typically very large and compilation was extremely slow.
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Chapter 5

Virtual Machine Matcher Design
and Implementation

The approach selected to implement an efficient RSA-based matcher was a virtual machine
(VM) implemented in C++ and a code generator built on top of the existing prototype.
The code generator generates code representing a DRSA for a given REBR and the VM
efficiently performs matching by interpreting the code over an input string. This, of course,
involves designing a code shared by both parts.

5.1 Virtual Machine Matcher Design

This section will present some design questions, give high-level answers to them and present
the virtual machine code designed to work with the design choices.

Integral to performing a run on a DRSA is keeping track of its current configuration
consisting of a state and a register assignment. Inspired by other matchers using a VM
approach (for deterministic NFA simulation in their case) [4, 12], the current state of the
DRSA is not explicitly represented. It is implicitly represented by a label in the code under
which all actions performed in the state are encoded. The register assignment is represented
explicitly as an array of sets. The actions performed for a state s are the following;:

1. If s is final and there are no more input symbols left then accept the input.
2. Read the input symbol (reject the input if there are no more input symbols).
3. Decide the next transition to be taken.

4. If no transition was found then reject the input.

5. Update the registers based on the selected transition.

6. Go to the target state of the selected transition.

Most of these are straightforward to implement, the main two design questions address
items 3 and 5.

1. Given a state of a DRSA, a register assignment, and an input symbol, how to efficiently
determine the next transition (if any) to be taken?

2. Given a transition, how to efficiently perform its register update?
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Note that the first question is actually a two part problem, since the transitions must be
evaluated in terms of their labels as well as their register guards.

Labels. To select transitions based on their labels, we took inspiration from the RE2
regex matcher’s DFA implementation [19]. For an automaton running on ASCII, from each
structure representing a state, there is an array of 256 pointers to next states for each
possible byte value. However, we would like matchers run on Unicode, specifically the
UTF-8 encoding, which is up to four bytes per character. The solution RE2 has for this
is to embed the UTF-8 decoding of the character into the automaton itself. Our matcher
does not embed the decoding into the automaton explicitly, but we use a similar approach
to construct a tree that classifies, byte by byte, which symbol set (that is a transition label)
the input character belongs to and decodes the character in the process. Such trees are
computed during code generation for each state and not stored in the code directly, but
passed to the matcher separately as data structures in an array indexed by states. The
array is loaded into the matcher’s memory at initialization.

Register guards. To distinguish between different transitions with the same symbol set,
register tests need to be handled. This is done by what is essentially an if-else chain in
the code, where the registers are tested in a given order, each at most once. By the end of
the chain, we can determine which transition the DRSA should take since every possible
combination of register membership of the input value was explored. We can look at this if-
else chain as a decision tree. If possible, it is desirable to reduce the tree to lower the number
of register tests performed. To achieve this, multi-terminal binary decision diagrams were
employed, where variables are registers, non-terminal nodes are specific register tests with
jumps, and terminals are references to transitions to be performed.

Register updates. Since in a DRSA, register updates take place in parallel, we cannot
simply assign registers in an arbitrary order, since we could overwrite a value of a register
that is needed in another update. The simple solution to this is to compute the new value of
each register into a new copy, and only when all register updates are computed, replace the
registers with their respective new copies (recall that this approach is used in the Python
prototype). Since we would like to avoid creating new register copies when not necessary,
the approach we take with the VM matcher is to create a graph of dependencies between
register updates, only create register copies to break cycles in the graph, and use topological
ordering to order the register updates correctly.

5.1.1 Virtual Machine Instruction Set

To keep track of a configuration, the VM stores the instruction pointer ip, the current input
symbol in, and a register array Ry holding the values of all registers (potentially including
auxiliary registers not defined by the DRSA). The VM also has an array mem, which stores
the decoding trees for each state; this array is indexed by states. Table 5.1 shows the
instruction set. The data types used as parameters of instructions are the following;:

e reg_id— index into the Ry array,
e state_id— index into the mem array,

e label— a label in the code, and
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Table 5.1: The instruction set of the VM matcher

Instruction Parameters Semantics

ACCEPT B If there are no symbols left in the input
then accept.

FAIL - Reject the input.

JUMP label I Se't ip to the index of the instruction labeled
with [.

TEST reg_id r, label [ If in € Rym([r] then jump to [.

CLEAR reg_idr Rvmlr] <+ 0

ADDIN reg_id r RvmMm [T‘] <~ Rvm [7“] U {ZTL}

SWAP reg_id ri, reg_id ro  Swap the values of Ry [r1] and Ry [r2].

UPDATE reg_id r, {reg_id} S Rvm[r] <+ Rvm[r]UU g A
If there are no symbols left in the input then

DECODE state_id s reject. Otherwise jump to the label obtained

by traversing the decoding tree mem|s]
and store the decoded input symbol into in.

e {reg_id}— a sequence of indices into the Ry array.

5.2 Code Generation

The code generation was implemented on top of the Python prototype. After building
a DRSA from a REBR, the code and memory representing the DRSA is generated for the
actual VM matcher to interpret.

The high-level algorithm for code generation is shown in Algorithm 7. First, the states
are put into a list such that the initial state is first in the list (Line 1). This is done so
that the execution can simply start at the very beginning of the program. For each state s,
a label is generated (Line 3). The statelabel function is designed to return a unique state
label for a given state such that it does not collide with other labels or instruction names. In
the implementation, it simply returns the string ‘state_’ followed by the state’s id. If s is
accepting, output the ACCEPT instruction (Line 4). Line 5 stores all transitions outgoing
from s into Ag. If Ay is empty, we output a FAIL instruction and end the processing of s,
since no transitions can be taken (Line 7). In the other case, a DECODE instruction is output
for s (Line 9). Then, on Line 10, all transition labels (which are sets of symbols) of the
transitions in A, are collected into Y.

Along with s, X, is passed to the generate__decoding tree function on Line 11. We will
examine decoding tree generation in Section 5.2.1. For each set A in g, a jump label is
output (Line 13) and instructions handling transitions from A; with A as their label will be
generated. The label created by setlabel will be the target of jumps made from the DECODE
instruction generated for s. The created label must not collide with any other labels or
instructions. In the implementation, it outputs the id of s and the id of A (which, in the
implementation, is generated during the construction of ) with an underscore between
them. Such transitions are collected into AZ (Line 14). Line 15 then stores all unique
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Algorithm 7: Virtual machine code generation for a DRSA
Input : ADRSA A= (Q,R,A,I,F)
Output: Arrays prg and mem representing the generated machine code and memory
respectively
state__order < list(I) + list(Q \ I);
foreach s € state_ order do
prg.append (statelabel(s));
if s € F then prg.append (ACCEPT);

1
2
3
4
5 | A {teA|t=s(] P}
6
7
8
9

if Ay =0 then
prg.append (FAIL);
continue;
prg.append (DECODE, s);
10 Zse{A\s-eAs};
11 mem([s] <— generate__decode__ tree(¥s,s);
12 foreach A € Y5 do

13 prg.append (setlabel(s, A));

14 Af(—{tEASHZS-};

15 U« {(up,q) | s<{A] - uppq € A}

16 B < create. MTBDD (A, U);

17 generate_ MTBDD __code(prg, B, s, A);

18 foreach (up,q) € U do

19 prg.append(update__label(s, A, (up, q)));
20 up’ « order__updates(up);

21 generate__req__updates(up’);

22 prg.append (JUMP, statelabel(q));

23 return prg, mem;

update and target state combinations from AZ' into U. Using sets AZ' and U, an MTBDD
B is created and B’s code is generated (Lines 16 and 17). MTBDD creation and code
generation is discussed in Section 5.2.2. B is used to generate register tests and ultimately
to jump to the correct update and target state combination. The labels that are potential
targets of this jump are generated on Line 19. The function update label is tasked with
generating a unique label given the arguments. In the implementation, this label consists of
the ids of s, A, and (up, q) joined by underscores; the id of (up, q) is generated when building
the implementation’s equivalent of U. Then, the update is ordered so that it is semantically
correct, and the instructions executing the updates are generated (Lines 20 and 21). The
algorithms for ordering updates and generating their code are discussed in Section 5.2.3.
Lastly, a JUMP instruction to the destination state is output (Line 22).

5.2.1 Decoding Trees

Decoding trees are essentially prefix trees classifying UTF-8 encodings of symbols into
minterm character sets of a given state. Therefore each internal node has 256 children,
and each leaf has a code label. Recall the internal set representation as an explicit set and
a negation Boolean value (neg,S). The function generate decoding_tree starts with an
empty tree, then for each set it adds all symbols from the explicit set one by one. A symbol
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Figure 5.1: Decoding tree for the sets {c,¢} and {a, 4, &8}

is first encoded into UTF-8 and then it is added by traversing the tree using the encoding,
creating a new node whenever a node is missing (i.e., the parent has a null value at the
corresponding index in the children array). Leaves do not get assigned labels yet, instead
each minterm set has a bitmap of leaves which belong to it (pointers to leaves are stored
in an array with indices corresponding to the bitmaps).

After all symbols have been added, the labels of each set are assigned to the correspond-
ing leaves. The labels need to be specific to a state (and correspond to the labels generated
on Line 13 in Algorithm 7), which is why generate_decoding _tree also takes a state as its
argument. If the set is negative, all the leaves that have zeroes in the set’s bitmap need to
have the set’s label added. This also involves looking up any null pointers in children arrays
and creating leaves for them. Note that since the sets are minterms, they are disjoint and
therefore at most one set will need to fill in the null pointers.

For cases where the only minterm is the set 3, whose representation is (true, (), there
are no symbols added to the tree using this approach and the tree remains empty. We
would therefore reach a null pointer while decoding, which normally means that the symbol
is not part of any of the sets. We handle this by adding a special label for this case. The
meaning of this label is that no jumps should be made (as all transitions fall under the
same minterm and their code will be generated right below the DECODE instruction).

Example 5.1. Figure 5.1 shows an example of a decoding tree for the sets {c, ¢} with label
‘1’ and {a,4,8}" with label ‘2" Nodes are labeled by their label field. Edges are marked
with the index the corresponding child is stored at. Only non-null children are shown. The
byte values of the UTF-8 encodings of the mentioned characters are as follows: ¢ — [99], ¢
- [196, 141], a — [97], & — [195, 161], & — [240, 159, 141, 148].

5.2.2 MTBDD Construction

MTBDDs are used to generate register tests, which find an appropriate transition to exe-
cute. The terminal values are elements of U, and variables are registers with an arbitrary
ordering that is fixed across the entire DRSA code generation. Non-terminal nodes are

!The hamburger emoji is manually ‘typeset’ as a png from the OpenMoji project [21]
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represented as a structure storing their variable, low and high successors, and an array of
their parents (other nodes that point to this node with either their high or low edge).

MTBDD Creation. The initial MTBDD is created by looping through A% and adding

each transition as a path. The path corresponding to a transition s—{ A4 | g€, g%, up }>¢ is the

one where variables of registers in g€ are set to 1, variables of registers in g% are set to 0,
and the terminal node of the path is the id of (up,q). The paths are added in a similar
manner to the approach taken with decoding trees (see Section 5.2.1). The MTBDD is
traversed for as long as the nodes exist and then any missing nodes needed to complete the
path are created.

Note that not all registers need to be in g€ or g%, but for each transition in Af, g€Ug% is
the same. l.e., 3§ C R: V- ce AL g€Ug# = S. This is due to a modification

made to the determinisation algorithm discussed in Section 4.2.

MTBDD Reduction. After each transition has been added, the MTBDD is reduced.
The reduction algorithm essentially follows the theoretical one shown in Algorithm 4. It
runs two sub-procedures that (i) merge duplicate nodes (corresponding to Line 9) and (ii)
remove nodes with no branching (corresponding to Line 6). The sub-procedures are run
repeatedly, in the given order, until neither of them modifies the MTBDD.

The sub-procedure (i) creates a hash table of non-terminal nodes using their variable
and their high and low successors (specifically the object ids of the successors) as keys. The
nodes are added to the hash table in a bottom-up order, which ensures that children of any
added node are already non-duplicates. If a node’s key is already stored in the hash table,
it gets replaced with the node from the hash table, changing the parents of the replaced
node to point to the hash table node, and adjusting the hash table node’s parents array.
Terminal nodes are hashed already during MTBDD creation using their value as a key.
Therefore they are already non-duplicate and do not need to be handled in this procedure.

The sub-procedure (ii) goes through the nodes top-down, deleting any node whose high
and low fields point to the same child node. The parents of the deleted node are adjusted
to point to the child node and added to the child node’s parents array. If the deleted node
was the root of the MTBDD, the child node is set as the new root.

MTBDD Code Generation. For a reduced MTBDD, the code for the register tests
and eventual jump to the correct transition label is generated. If the root of the MTBDD is
a terminal node, or a non-terminal node with no successors, no code needs to be generated.
Otherwise we will process the nodes recursively. For a node n, starting with the root, we
perform the following operations:

1. If visiting n for the first time, generate a jump label for it. In the implementation the
jump label is of the form of a string ‘prefiz_node_node id’, where prefix is the jump
label generated on Line 13 of Algorithm 7 and node_id is n’s id.

2. Generate an instruction TEST reg label, where reg is var(n), and label is the jump
label of high(n).

3. Generate an instruction JUMP label, where label is the jump label of low(n).
4. Call this recursively on n’s non-terminal successors.

The jump labels for terminal nodes are the ones generated on Line 19 in Algorithm 7.
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Figure 5.2: A DRSA and an MTBDD selecting a transition from the DRSA’s state

Example 5.2. Consider the DRSA shown in Figure 5.2a. The DRSA is arbitrarily chosen
to show a simple example of an MTBDD selecting a transition from one of its states.
Figure 5.2b shows an MTBDD selecting a transition from the state ¢q. Since there is only
one symbol set (X) present on the transition label of the DRSA, the next transition is
entirely decided by the MTBDD. The terminals each represent a unique destination state
and update combination. In this case, each terminal represents a single transition with ¢;
being the transition from ¢ to ¢ that is depicted above ¢, g2 being the transition from ¢
to g depicted below ¢, and s being the transition from ¢ to s. Non-terminals represent
a membership test of the register they are labeled with, with the high edge indicating the
result of the the test being true.

5.2.3 Update Ordering

For a given update of all registers, we want to generate instructions that execute it. We
start by building a graph G = (V, E) from the update up (over R), where V.= R, E =
{(r,y) | €e RAy € up(r) Ny # in ANy # r}. An edge (r1,72) represents that the update
of r1 is dependent on the old value of ro, and therefore r9 cannot be updated before rq is.
Self-loops are excluded from G because we do not mind a dependency of a register on its
own old value. In order to use topological ordering to obtain the safe order of register
updates, we must ensure that G is acyclic.

Intuitively, we will split updates whose nodes are part of a cycle into two. An update
r < up(r) will be split into r’ < up(r) and r + /. In G, this means that outgoing edges of
r are transformed into outgoing edges of r’. There are no incoming edges added to 7/, since
it is an artificial register and no other register values are dependent on its old value. To
preserve the relationship of r and r’ we will use a bijection mapping them to one another.

The algorithm we use to remove cycles is shown in Algorithm 8. It starts by constructing
a list of strongly connected components (Line 1). The function SCCs(G) returns a list of
SCCs, each represented as a set of its nodes. We check whether the G has a cycle on
Line 2 by checking whether the number of SCCs is lower than the number of vertices. Since
finding the minimal set of vertices to remove to make the graph acyclic is NP-hard (see
Section 2.4), we use a heuristic: in each SCC we select the vertex with the highest outgoing
degree to be split (Line 3). We proceed with splitting the selected nodes by creating ids
for their copies (Line 5), mapping the original nodes to the copies in a bijection mapping
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Figure 5.3: An example of a register dependency graph before (G,) and after (G',,) it was
modified to be acyclic

Algorithm 8: Cycle removal from an update dependency graph

Input : An update dependency graph G = (V, E)
Output: G modified to be acyclic, and a bijection hode_map mapping nodes to their
new copies

1 sces +— SCCs(G);

2 while |sccs| < |V] do

3 to__split < {max_out_deg(s) | s € sces A |s| > 1};
4 foreach n € to_ split do

5 n' < new__node__id();

6 node_map(n) « n';

7 V+«Vu{n}

8 E+~EUJU{(n,)|(n,:) € E};

9 E+ FE\{ecFE|e=(n,")};
10 sces +— SCCs(G);

11 return G,node_map;

(Line 6), adding the new copies to the set of vertices (Line 7), and moving the outgoing
edges of the original node to the new node (Lines 8 and 9). After updating the graph, its
SCCs are recomputed (Line 10). This is repeated until no cycles are present in the graph
(in the worst-case scenario, each node has to be split).

After the graph and bijection is created, the nodes of the graph are ordered using
a topological ordering algorithm. Lastly, it is necessary to build the new updates using
the original ones, since we removed self-loops and in updates while creating the graph.
This is done by going through the nodes in the topological order and assigning them their
registers’ original updates if they were not copied. Nodes that are copies, also get assigned
the original updates of their original registers. The remaining updates are of the form
r < r’ and do not need any adjusting. We detect which registers were copied and which
are copies using the bijection returned by Algorithm 8.

The Python package networkx [31] was used for graph representation, basic manipula-
tion, and for computing strongly connected components and the topological ordering.

Example 5.3. Consider the update up = {ro — {ro,r1,72,in},r1 — {rs},ro — {ro},rs —
0}. The graph G, representing the dependencies in up is shown in Figure 5.3a. The first
step in ordering the updates is ensuring that G, is acyclic. Following Algorithm 8, strongly
connected components are constructed, yielding the components {rg,r2}, {ri}, and {rs}.
Since {rp,r2} contains more than one vertex, it must contain a cycle. To break cycles in
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a strongly connected component, we select the vertex with the highest outgoing degree to
be split into two updates. In this case this is the vertex rg. After splitting the update
for rg we obtain the graph G, shown in Figure 5.3b. G, is acyclic, and can be used to
order updates.

To generate the updates, we find a topological ordering of G
The updates would then be performed in the following order:

!

wp» for example, rorororiT3.

r < {ro,r1, 72,0},
ro <— {To},

ro < 1"6,

T < {7“3},

r3 < @

Update Code Generation. The ordered updates need to be transformed into correct
instructions. We show which instructions are generated for an update of register r. For any
updates of type r <— 1’ only the instruction SWAP r 7’ is generated. If r does not appear on
the right hand side of the update and the register is not marked as empty in the macrostate,
the CLEAR 7 instruction is generated. Then, if there are any items other than r and in on
the right-hand side of the update, the instruction UPDATE r (up(r) \ {r,in}) is generated.
Lastly, if 4n is on the right-hand side of the update, the instruction ADDIN r is generated.

5.2.4 Final VM Code

After the entire code is generated, it is necessary to remove jump labels and replace ref-
erences to them with addresses. In our case, the addresses are indices into the instruction
array. This is done textually in two passes. During the first pass, each label is stored as
a key in a dictionary with the value being the index of the next non-label instruction. This
is done by counting non-label instructions while processing the code and when a label is
encountered, it gets stored into the dictionary with the current value of the counter. In the
second pass, references to labels are replaced with the corresponding index stored in the
dictionary. It is also necessary to go through the memory and replace every reference to
a label with the correct address there.

Example 5.4. Figure 5.4 shows the VM code generated for the REBR .*(7.)1.*\1.%.
Specifically, Figure 5.4b shows the code before labels are removed, and Figure 5.4c shows
the final code to be interpreted by the VM. Line numbers are added to code without labels
for clarity. Figure 5.4a shows the DRSA from which the code is generated. The memory
is not included since the decode instructions perform no jumps in this case because every
transition label is X.

5.3 Code Execution

The code is executed by the VM implemented in C++. As command line arguments, the
VM receives the file containing the program, the file containing the memory, and the number
of registers the VM should use. Note that this number of registers is actually twice the
number of registers of the original DRSA since we need the extra registers during register
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updates.” The registers are implemented as standard C++ unordered sets (hash tables).
A simple parser was implemented to parse the program and create an array of instruction
structures. The memory is passed as a json file. The nlohmann json library [28] was used
to parse the memory file and create an array of decoding tree structures.

The execution loop itself is shown in Algorithm 9. The VM stores its state using the
register array R, the instruction pointer ip, and the input value ¢n. Inside the loop, the
VM loads the instruction from ép (Line 5) and then switches based on the instruction’s
operation code (Line 6). First (and most complex) is the case of the DECODE operation
code. The next UTF-8 character encoding is stored into in. A Boolean value indicating
whether the operation succeeded (i.e., if there was a valid UTF-8 character to be returned)
is stored into succ (Line 8). If succ is false, then the algorithm returns false (Line 9). Here
we assume a valid UTF-8 input, otherwise an error should be returned if the input is an
invalid UTF-8 encoding. Note that the character is stored into in as its UTF-8 encoding,
not the Unicode codepoint. The UTF-8 encoding in is run through the decoding tree of the
corresponding state (Line 10). The label field of the instruction is used to store the state’s
index into the memory. The variable label is checked for any special return values. This
can either mean that there is no transition that can be taken using the symbol (Line 11)
or that no jump should be performed (Line 12). Otherwise, ip is set to label (Line 15).

In the case of the ACCEPT operation code (Line 16), if the remaining input is empty, then
true is returned (Line 17). Otherwise ip is incremented (Line 18). The operation code FAIL
(Line 19) is handled by simply returning false (Line 20). In the the case of JUMP (Line 21),
ip is set to the instruction’s label field (Line 22). For the TEST operation code (Line 23), the
register from the instruction is first tested for membership of in (Line 24). If in is stored in
the specified register, then ip is set to the label from the instruction (Line 25). Otherwise,
no jump is performed (Line 27).

The UPDATE instruction (Line 28) is performed by adding all elements from all registers
specified in the instruction’s register list field to the register from the instruction’s register
field (Line 30). The CLEAR instruction (Line 32) clears the register from the instruction’s
register field (Line 33). In the case of the SWAP operation code (Line 35), the values of
the two registers specified in the instruction are swapped (Line 36). The second register is
stored as a singular element of the register list field. Lastly, the ADDIN instruction (Line 38)
is handled by adding in to the register from the instruction (Line 39).

2During code generation, it would be possible to track the highest number of auxiliary registers in an
update. The VM would then initialise exactly the number of registers needed to run the code. However,
impact on performance would be negligible, as the extra registers are only initialized.
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(a) DRSA constructed for the REBR .*(;.)1.*\1.*

state_O:

DECODE O

0_0:

0_0_0:

ADDIN O

JUMP state_1

state_1:

DECODE 1

1.0:

1 _0_node_O:

TEST 0 1_0_0

JUMP 1 0_1

1.0_0:

JUMP state_2 0: DECODE O
1.0_1: 1: ADDIN O
ADDIN O 2: JUMP 3
JUMP state_1 3: DECODE 1
state_2: 4: TEST 0 6
ACCEPT 5: JUMP 7
DECODE 2 6: JUMP 9

2 0: 7: ADDIN O
2_0_node_O: 8: JUMP 3
TEST 0 2_0_0 9: ACCEPT
JUMP 2_0_1 10: DECODE 2
2 _0_0: 11: TEST 0 13
JUMP state_2 12: JUMP 14
2 0_1: 13: JUMP 9
ADDIN O 14: ADDIN O
JUMP state_2 15: JUMP 9

(b) VM code with labels (¢) VM code after label processing

Figure 5.4: DRSA and VM code for the REBR .*(;.)1.*\1.*
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Algorithm 9: Execution of code by the VM

Input

: The arrays prg and mem storing the program and its memory, the number
of registers n, and the input string input

Output: Boolean true if input is accepted and false otherwise
1 R« init__regs(n);

2 ip + 0;
3 in + 0;
4 while true do
5 instr < prg|ip];
6 switch instr.opcode :
7 case DECODE :
8 in, succ < get__next__utf8__char(input);
9 if —succ then return false;
10 label < traverse__decoding__tree(mem[instr.label], in);
11 if label = —2 then return false;
12 if label = —1 then
13 ‘ ip —ip+1
14 else
15 ‘ ip < label
16 case ACCEPT :
17 if input.at__end() then return true;
18 1p — ip + 1;
19 case FAIL :
20 ‘ return false;
21 case JUMP :
22 ‘ ip < instr.label;
23 case TEST :
24 if in € Rinstr.reg] then
25 ‘ ip <+ instr.label;
26 else
27 | ip < ip+ 1
28 case UPDATE :
29 foreach r € instr.reg__list do
30 | Rlinstr.reg).insert_from(r);
31 1 — ip + 1;
32 case CLEAR :
33 Rlinstr.reg].clear();
34 p +— 1p + 1
35 case SWAP :
36 swap(R[instr.reg], Rlinstr.reg_list[0]]);
37 1 — ip + 1;
38 case ADDIN :
39 Rlinstr.reg].insert(in);
40 p +— 1p+ 1
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Chapter 6

Experiments

This chapter covers experiments made on the improved prototype and the VM matcher
implemented during this work. First, they are compared against the old prototype and
each other, then they are compared against other state-of-the-art regex matchers.

6.1 Experimental Setup

The experiments evaluate the performance of matchers on ReDoS attack vectors involving
back-references. The scenario for our evaluation is one with a fixed compiled regex and
a malicious string (attack string) supplied by the attacker. The experiments were run on
a Ubuntu GNU/Linux machine with the AMD EPYC 9124 CPU with 16 cores at 3.0 GHz
and 94 GiB of memory.

Regexes and Regex Matchers. As our regexes, we started with 3,252 real-world
regexes with back-references obtained from the comprehensive data set Lingua Franca [13]
and 8,794 regexes from the benchmarks of the ReDoS generator RENGAR [43], for a total of
12,046 regexes. From these, we picked regexes with single-letter back-references, which gave
us 3,299 regexes (27 %). By single-letter, we mean regexes that have no back-referenced
capture groups of length over one.

We denote the current version of the prototype rsaregex, the version of the prototype
before the improvements from this work oldrsa, and the C++ VM matcher rsacpp. We
compared against the state-of-the-art tools grep [24], pcre2 [23], Python RE [29] (denoted
as re), standard library matchers of JavaScript [18], Java [34], and .NET [30] (denoted as
js, java, and .net respectively). All non-RSA based matchers mainly use backtracking when
confronted with back-references.

ReDoS Inputs. In general, there are several flavours of ReDoS considered in the liter-
ature. In our evaluation, we consider the scenario where there is a regex (known to the
attacker) running on a server (or a network intrusion detection system, a packet filter, etc.)
and the attacker provides an input that exhibits a costly matching, which is, to the best
of our knowledge, the most realistic setting, since it has already led to several real-world
ReDoSes [37, 2]'. The input of every experiment is a pair of a regex and a (potentially) mali-

! Another setting considered in the literature is, e.g., when the attacker can provide both the regex and
the input. While such a situation may occur in the real-world, it is less common and much easier to exploit
when back-references are enabled due to the NP-hardness of their matching [1].
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Table 6.1: Compilation statistics for rsaregex, rsacpp, and oldrsa, time is in seconds

tool mean median std. dev. TOs errors
rsaregex 0.58 0.14 2.09 21 4
rsacpp 1.16  0.32 2.80 21 4
oldrsa 7.90  2.46 14.57 109 598

Table 6.2: Matching time statistics for rsaregex, rsacpp, and oldrsa, in seconds

tool mean median std. dev.
rsaregex 0.10 0.066 0.096
rsacpp 0.0017 0.0014 0.0015
oldrsa 0.89 0.56 1.20

cious input string, which was created using the ReDoS generator RENGAR [43]. RENGAR
was able to provide an attack vector for 1,330 regexes from the data set (40 %). RENGAR
generated strings of length between 55 and 90,124 characters, with an average of 34,521
characters. The timeout limit was set to 100s.

6.2 Evaluating Improvements to RSA-based Matching

This section evaluates the improvements made to RSA-based matching implemented in this
work, which includes both improvements of the prototype and the VM matcher. We eval-
uate in terms of matching speed, compilation speed, and the number of compiled regexes.
For rsaregex and oldrsa, compilation includes everything from the start of parsing to the
end of determinisation. For rsacpp, it additionally includes code generation, code parsing,
and loading the generated memory.

Prototype Improvements. We compare the prototype’s current version, rsaregex to
its old version, oldrsa. Table 6.1 shows compilation statistics, which show that rsaregex is
substantially faster and more stable, as evidenced by the lower mean, median and standard
deviation values; rsaregex also experiences a lower number of timeouts. Significantly more
regexes are also supported by rsaregex than oldrsa. All 4 rsaregex errors are caused by
overapproximation during determinisation. For oldrsa, 592 errors are due to capture groups
of length 0-1 and the remaining 6 errors are due to overapproximation. Figure 6.1a shows
the compilation times of rsaregex and oldrsa in a scatter plot, which shows that rsaregex
is only slower than oldrsa in some small cases (specifically cases that take up to about
0.1s).

Table 6.2 shows that rsaregex is also much faster and more stable than oldrsa in terms
of matching speed. Figure 6.1b shows that rsaregex is indeed faster than oldrsa in all cases
when it comes to matching.

VM Matcher. We compare the VM matcher rsacpp to the rsaregex. Table 6.1 shows
that compilation time for rsacpp is about twice as long as for rsaregex on average. The
median compilation time of rsacpp is slightly more than double that of rsaregex. The
standard deviation is also slightly higher for rsacpp than rsaregex. This slowdown is
mostly due to the code generation that is performed after determinisation. However, no
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additional timeouts are present for rsacpp. Figure 6.1c shows the scatter plot comparing
the two, which shows the expected pattern of slowdown caused by the code generation.

Concerning matching speed, Table 6.2 shows that, on average, rsacpp is approximately
60x faster than rsaregex. Both the median and the standard deviation of rsacpp are
also around two orders of magnitude smaller than those of rsaregex. Figure 6.1d shows
the scatter plot of matching times of the two tools. It shows that rsacpp is significantly
faster for all runs, except some of the very fast ones (< 0.002), which are sensitive to noise
during measurements.

6.3 Comparison with Other Matchers

To compare against other matchers, we selected the 1,305 regexes that compiled on rsaregex
(or, equivalently, on rsacpp) within the time limit without errors. In Table 6.3, we show
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Table 6.3: A frequency table of the run times and statistics for rsacpp, rsaregex, and the
other matchers on the 1,305 supported regexes with the RENGAR-generated inputs. The
column TOs denotes timeout (> 100s), column > 1s (> 0.1s) is the sum of the values
in all columns over 1s (0.1s), and the errors column shows the numbers of unsupported
regexes. The numbers in the right-hand part of the table are for successful runs of the given
tool only and are in seconds.

tool <0.l1s 0.1-1s 1-5s 5-10s 10-50s 50-100s TOs > 0.1s > 1s | errors mean std. dev
rsacpp 1305 0 0 0 0 0 0 0 0 - 0.002 0.002
rsaregex 753 552 0 0 0 0 0 552 0 - 0.105 0.096
oldrsa 92 344 183 3 1 0 0 626 282 682  0.889 1.205
grep 1153 19 6 1 16 7 17 66 47 86  0.846 7.102
re 1084 106 40 14 10 3 48 221 115 0 0.511 4.293
pcre2 1031 27 15 4 4 0 2 52 25 222 0.14 1.179
is 645 59 8 1 12 1 37 118 59 542 0.539 3.711
java 554 76 18 5 7 5 23 134 58 617  0.975 6.491
.net 653 41 30 1 11 3 28 114 i 538  0.852 6.009

a frequency table (the table form of a histogram) of run times of rsacpp, rsaregex, and
the other matchers on the 1,305 supported input regexes. We note that some of the regex
matchers failed on a considerable number of the input regexes—this is due to different
dialects of regexes used by the matchers and should not be considered their failure (rsaregex
uses Python’s dialect, which is why re has 0 errors). The use of different dialects means
that the semantics of one regex differs based on the matcher [13]; while this would be
an issue if we were cross-comparing the performance of the matchers, in this experiment,
we are focusing on ReDoS vulnerability, where the concrete semantics of a regex is not
so important.

The results show that both rsacpp and rsaregex’s run time for all benchmarks is below
one second, and rsacpp’s run time even stays below 0.1 seconds for all benchmarks. In
contrast, the other matchers struggle on the attack vectors considerably, taking tens of
seconds or even exceeding the 100s timeout. Considering that the normal matching time
on such strings is counted in milliseconds, they can indeed be considered manifestations
of vulnerabilities. The columns > 1s (> 0.1s) can be seen as counting the number of
successful ReDoS attacks if a ReDoS threshold is set to 1s (0.1s). Here, after rsacpp (and
rsaregex in the case of the 1s threshold), the best-performing matchers are pcre2 and grep.
Note that pcre2 has an internal timeout limit, which was increased to the maximum for
a better comparison to the other matchers. In 17 cases, pcre2 reached the internal timeout
anyway; these cases are included in the error column.

In the right-hand part of the table, we give statistics about the run times of the match-
ers on the instances where they did not time out (or fail): the arithmetic mean and the
standard deviation. The median is left out since the numbers were small and could contain
imprecisions. However, the numbers suggest that in the median case (i.e., a case without a
vulnerability) the backtracking matchers are slightly faster than rsacpp. In the other two
metrics, the best performing matcher is clearly rsacpp, with the lowest mean and standard
deviation, both by multiple orders of magnitude.

In summary, all backtracking matchers performed poorly on these attacks, with all of
them having multiple instances of reaching the 100s timeout. Our matcher, rsacpp, proved
to be the only matcher immune to the generated ReDoS attacks.
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Chapter 7

Conclusion

We have implemented a virtual machine regex matcher rsacpp based on register set au-
tomata (RSA). The matcher significantly improves over a previous prototype. It works
by converting a regex into a deterministic RSA and generating code; the code is then ex-
ecuted for each given input. Once compiled, rsacpp can efficiently match regexes with
backreferences to single-letter capture groups (i.e., capture groups of length at most one).

We have experimentally evaluated the performance of rsacpp under simulated ReDoS
attacks and compared it against state-of-the-art regex matchers and the previous prototype.
The simulated scenario is one with a fixed regex, and an adversarial input created by an
attacker. The regexes in our experiments are regexes from real world projects. To create
the attack inputs, we used the ReDoS generator RENGAR [43], which generated malicious
inputs to over 1,300 regexes.

The results show that while all of the other matchers considerably struggled under the
simulated ReDoS attacks, rsacpp was immune to all of them. Every other matcher had
multiple instances of reaching the 100s timeout. In contrast, rsacpp stayed under 0.1s
for every attack. Additionally, rsacpp exhibited the lowest arithmetic mean and standard
deviation of matching times (even when excluding timeouts and errors of each respective).
The experimental evaluation and implementation from this thesis were part of a publication
accepted to PLDI’26 [22].

Discussion. Even though our matcher proved to be the only one immune to ReDoS
attacks, there are limitations to our approach. Not all regexes with back-references are
supported. This is not surprising, considering that their matching is NP-complete in gen-
eral. However, some regexes are not supported even in the case of back-references limited
to single-letter capture groups.

Next, the approach is only suitable for applications where a large compile time of the
regex does not cause issues. In other words, it not suitable for matching regexes created at
runtime since regex compilation is slow. Allowing users to supply regexes would constitute
a ReDoS threat.

Lastly, there could possibly be attack vectors our matcher is vulnerable to, which might
be different in kind to what backtracking matchers are vulnerable to. Currently, we are not
aware of such attacks, but more research is required on this topic.

Future Work. As future work, we would like to address the concerns raised in the dis-
cussion. There are ideas to increase the class of supported regexes with back-references to
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longer constant-length (i.e., the capture group matches words of the same length across all
possible runs) capture groups.

To make RSA-based matching viable for regexes created at runtime, an on-the-fly al-
gorithm could possibly be implemented. This would mean creating the RSA lazily dur-
ing matching, which would probably require scrapping the current prototype and re-
implementing the entire matcher with efficiency in mind. As already mentioned above,
more research on what inputs the RSA-based approach might be vulnerable is necessary.
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Matching regexes (regular expressions) is a common problem in many areas of computer science, with
requirements on high speed and robust performance. Regexes with backreferences allow one to express certain
patterns (even beyond regular) concisely, however, since the matching is usually done by backtracking, the
matching speed can degrade to a degree that constitutes a service failure or a security threat. To facilitate high-
speed matching of such regexes, we propose register set automata (RSAs), an extension of register automata
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are supported: adding input values to registers, merging or clearing registers, and testing whether a register
contains a value. We show that a large class of register automata can be transformed into deterministic RSAs,
which can serve as a basis for fast matching of a family of regexes with single-letter capture groups and
backreferences. We also give a derivative-based algorithm for transforming a large class of regexes with
backreferences to register automata and show that the time complexity of matching is linear and quadratic to
the length of the input for finite and infinite alphabets respectively. Our prototype implementation of a regex
matcher shows that our approach can significantly improve the robustness of state-of-the-art regex matchers
on regexes with backreferences. We also study the theoretical properties of the model and show that the
emptiness problem for RSAs is decidable and complete for the F,, class and that RSAs are incomparable in
expressive power to other popular automata models over data words.
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many of these applications, performance of regex matching is crucial, such as in various online
services, where underperforming regex matching over user input can cause the server to become
unresponsive and unusable. If such a situation is caused intentionally by a malicious user, we talk
about the so-called regular expression denial of service (ReDoS) attack [1]. ReDoS is a real-world
threat; it caused, for instance, the 2016 outage of StackOverflow [22] or rendered vulnerable websites
that were using the Express.js framework [4].

While there are matchers that have a reasonably robust performance on basic regexes—such
as grep [21], RE2 [28], or HyperScan [73]—their performance on extended regexes can quickly
deteriorate [68] (or they do not support the particular extensions at all [27, 34]). Examples of such
extensions are, e.g., bounded counters [68, 69], lookaheads and lookbehinds, or capture groups and
backreferences, which are the topic of this paper. The performance degrades mainly due to the
inability of matchers to use the fastest automata-based algorithms that have constant or at most
linear per-character cost. These algorithms are based on the automata determinization,' which
cannot easily accommodate the syntactic features of extended regexes (the language of a regex
with backreferences may even not be regular). The matchers then usually fall back to backtracking,
which is much slower on average and exponential at worst.

Pattern matching using regular expressions with backreferences is performed ubiquitously, e.g., in
validating user inputs on web pages, processing text using the grep and sed tools, transforming
XML documents, or detecting network incidents [8, 54]. Consider, for instance, the (extended) regex

Ruant = 7() %5 %)% %(L) . A\3\2\1/,

where we use the wildcard "." to denote any symbol except the semicolon (i.e., it stands
for the character class "[*;]1"), parentheses "(...)" to denote the so-called capture groups, and
"\x" to denote a backreference to the string captured by the x’th capture group (the semicolon ";"
serves in the regexs as a delimiter). Intuitively, the regex matches input strings w that can be
seen as a concatenation of three strings w = uvz such that u has the structure u = u; ; uy ; us with
up, Uz, uz € (2\ {;})*, v is a string of three characters asaza; such that a; € u; for i € {1, 2,3}, and
z € (Z\ {;})* (such a regex can describe, e.g., a simplified version of the match rule of some XML
transformation). Trying (unsuccessfully) to find a match of the regex in the randomly generated
42-character-long string

"ah; jk2367ash;la5akv451wkjb9of.dj5fgkbxsfyrf"

using the state-of-the-art PCRE2 regex matcher available at regex101.com [53] takes 10,374 steps
before reporting no match.? Ideally, the matcher should take only 42 steps, one step for every
character in the string. This 10;13274 = 247% slowdown is caused by the so-called catastrophic
backtracking—the PCRE2 matcher is based on backtracking and, since the regex is nondeterministic,
the backtracking algorithm needs to try all possibilities of placing the three capture groups before
concluding that there is no match. From a theoretical point of view, this inadequate performance is
hardly a surprise, since matching of regexes with backreferences is an NP-hard problem [2]. This
theoretical obstacle, however, does not need to be a show-stopper, as for many regexes appearing
in practice, there is still hope that a matching algorithm with a time complexity linear (or at most
quadratic) to the size of the input is possible.

As mentioned above, practical means of avoiding backtracking in such cases are not available
since the automata determinization does not support backreferences. Indeed, neither of the two
currently most advanced regex matchers in the industry, RE2 [28] and HyperScan [73], supports

n,on
)

!In practice, the matchers are based on Thompson’s algorithm [66], which does not build the (possibly prohibitively large)
DFA a priori but, instead, on the fly, while using cache to store already constructed parts of the DFA.

Finding a match of the regex /(. ) .*(.).*(.).*\3\2\1/ in the same text took 169,379 steps before no match was reported.
This regex is more challenging than R\3\2\1—it does not use delimiters (semicolons in R\3\2\1).
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backreferences, due to a missing efficient algorithm [27, 34]. The main obstacle is a lack of a suitable
deterministic automata model with a fast membership test that would support backreferences.

In this paper, we develop such a formal model, particularly suited for fast matching of a class of
these regexes where capture groups are single-letter (the single-letter backreferences constitute
a large portion of backreferences in our dataset collected for real-world applications). The formal
model are register set automata (RSAs), an extension of register automata [18, 37] (RAs) where
registers can contain sets of symbols instead of just single symbols (as for RAs). Deterministic RSAs
(DRSAs) can be simulated in an efficient and robust regex-matching algorithm in time linear to
the length of the input text, for finite alphabets, or quadratic to the size of the input for infinite
alphabets. Our key result is a RA to DRSA determinization (semi-)algorithm; we also propose
a partial-derivative-based algorithm for compiling a regex with single-letter backreferences to an
RA that completes the matching workflow. We implemented a prototype matcher based on these
results and experimented with a sample of regexes with single-letter backreferences extracted from
a comprehensive real-world benchmark set. Although our determinisation is not complete (it may
fail), the experiments show that it is quite reliable, and our matcher indeed significantly improves
predictability of matching by state-of-the-art matchers and reduces the danger of ReDoS.

Theory of Register Set Automata. We also deliver a number of positive theoretical results related to
our new RSA automata model, which place it into the landscape of automata over infinite alphabets.
First, the model strictly generalizes RAs [18, 37] and is incomparable to (one-way) alternating
RAs, another popular powerful generalization of RAs [18]. Besides the aforementioned RA to RSA
determinization, the core property of RSAs is that their emptiness problem is decidable, although for
a higher price than for RAs—the complexity blows from Pspack-complete for RAs to F,,-complete
(i.e., Ackermannian) for RSAs.

Importantly, since we can now determinize RAs to RSAs and test emptiness of RSAs, we can use
them to test language inclusion of RAs by the standard approach: by determinizing, complementing,
and testing emptiness of the intersection (complementing a DRSA is done easily by swapping
final and non-final states). Testing RA inclusion is an essential problem in many of their applica-
tions, such as in their minimization, learning [10, 26, 36], checking for fixpoint in regular model
checking [12], checking XML schema subsumption [67], verification of parameterized concurrent
programs with shared memory [35], and is an essential component of the RA toolkit. Unfortunately,
inclusion of RAs is in general an undecidable problem [48], which has forced researchers to either
find ways to approximate the inclusion test—e.g., via several membership tests [26, 36] or by an
abstraction refinement semi-algorithm using interpolation [35]—or restrict themselves to other
models with decidable inclusion problem, such as deterministic RAs (whose expressive power is
quite limited) [46] or session automata [10]. We note that inclusion of languages described by
regexes with backreferences is also undecidable [24].

Contribution. Let us summarise the main contributions of the paper:

(1) Introduction of the model of register set automata and its theoretical analysis: Showing its
closure properties, placing the RSA model into the landscape of automata-with-registers
models, and proving F,-completeness of the emptiness problem for RSAs by showing in-
terreducibility with the coverability problem for transfer Petri nets, discussing the power of
several extensions of the model.

(2) Designing a (semi-)algorithm that can determinize an RA into a DRSA and showing that it is
complete for the class of languages that can be obtained from RAs with one register and no
disequality tests by Boolean operations (i.e., union, intersection, and complement).

(3) Developing a partial-derivative based algorithm for converting a large class of regexes with
backreferences to RAs.
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(4) Showing that DRSA-based regex matching can be done in linear or quadratic time, depending
on whether the size of the alphabet is finite or infinite respectively.

(5) Experimentally confirming that simulation of the deterministic RSA obtained by our algorithm
is a practical matching algorithm for regexes with single-letter backreferences, and that it is
significantly more resilient against ReDoS than state-of-the-art matchers.

2 Preliminaries

Sets and Functions. We use N to denote the set of natural numbers without 0, Ny to denote NU{0},
and [n] for n € N to denote the set {1,...,n} (we note that [0] = 0). We sometimes use “-” to
denote an ellipsis, i.e., a value that can be ignored. For a (partial) function f: A — B,aset C C B,
and an element d € B, we use f[C + d] to denote the function f[C +— d](x) =d if f(x) € C and
fIC + d](x) = f(x) otherwise. Furthermore, for a set X C A, we use fix to denote the restriction

of f to X defined as fix = f N (X x B).

Data Words. Let us fix a finite nonempty alphabet ¥ and an infinite data domain D. A (finite) data
word of length n is a function w: [n] — (2 XxD); we use |w| = n to denote its length and w1, ..., w,
to denote its symbols. The empty word of length 0 is denoted €. We use X[w] and D[w] to denote
the projection of w onto the respective domain (e.g., if w = (a, 1){b, 2)(b, 3), then X[w] = abc and
D[w] = 123) and, given a € X, we use a[w;] as a shortcut for Z[w;] = a.

Register Automata on Data Words [18, 37]. A (nondeterministic one-way) register automaton
(on data words), abbreviated as (N)RA, is a tuple A = (Q,R, A, I, F) where Q is a finite set of
states, R is a finite set of registers, I C Q is a set of initial states, F C Q is a set of final states, and
A C OxZx2Rx2Rx (R — RU{in, 1})xQ isa transition relation such thatif : (g, a, g=, g%, up,s) € A,
then g~ N g% = 0. We use qs to denote 7 (and often drop from up mappings r - r
for r € R, which we treat as implicit). The semantics of 7 is that A can move from state q to state s
if the £-symbol at the current position of the input word is a and the D-value at the current position
is equal to all registers from g~ and not equal to any register from g*; the content of the registers is
updated so that r; « up(r;) (i.e., r; can be assigned the value of some other register, the current
D-symbol, denoted by in, or it can be cleared by being assigned L).

A configuration of A is apairc € QX (R — DU{L}), i.e., it consists of a state and an assignment
of data to registers. An initial configuration of A is a pair cinir = (qinir, {r — L | r € R}) with
Qinit € 1. Suppose ¢; = (q1, f1) and ¢; = (g2, f2) are two configurations of A. We say that ¢; can make

a step to ¢ over (a,d) € XxD using transition 7: qs € A, denoted as ¢; I—ﬁ“’d> cy, iff
(1) d = fi(r) forall r € g7, o ,
() d # fi(r) forall r € g*,and |A(7) ifup(r) =r"€R

(3) for all r € R, we have fo(r) =1d if up(r) = in, and
L if up(r) = L.
A run p of A over the word w = (ay,d) ... {(an, d,) from a configuration c is a sequence of alter-
nating configurations and transitions p = co7y¢172 . . . T,¢, such that V1 < i < n: ¢;_q l—ﬁf’”dﬁ ¢; and

cop = c. We say that p is accepting if c is an initial configuration, ¢, = (s, f),ands € F.The language
L(A) accepted by A is defined as L(A) = {w € (Z xD)* | A has an accepting run over w}.
We say that A is a deterministic RA (DRA) if for all states ¢ € Q and all a € %, it holds that for any

two distinct transitions g—{a | g5, g7, up, }>s1,q—a | g5, 9%, up, }>s2 € A we have that g7 N g} # 0 or
g; Ng; # 0. Ais complete if for all states g € Q, symbols a € ¥, and g C R, there is a transition
g a| g, g%, up p>s such that g~ C gand g N g* = 0.
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Universal RAs. A universal RA (URA) Ay is defined exactly as an NRA with the exception of
its language. The language of Ay is the set L(Ay) = {w € (£ xD)* | every run of Ay on w is
accepting} (we emphasize that if a run cannot continue from some state over the current input
symbol, then it is not accepting). The concept of universality in the name is linked to the use of
universal quantification over runs in deciding acceptance.

There is indeed duality between NRAs and URAs, as stated by the following fact.

Fact 1. For every NRA Ay, there is a URA accepting the complement of L(AN).
Conversely, for every URA Ay, there is an NRA accepting the complement of L(Ay).

Proor. For both parts, the complement automaton is obtained by (i) adding a rejecting sink
state to the automaton, (ii) completing the transition relation (i.e., adding transitions for undefined
combinations of symbols and guards to the sink state) of the input automaton, and (iii) swapping
final and non-final states. ]

Example 2.1. Consider the language of words over ¥ = {a} that contain two occurrences of some
data value, i.e., the language

LErepeat ={w|3i,j:i# jAD[w] = D[Wj]}~
An NRA recognising this language is in the following figure:

in#r @

[4] [4]
E] .
*»@ r e« in & E]m:r @

Formally, it is an NRA A = ({g, s, t}, {r}, A, {q}, {t}) where the transition relation is defined as A =
{q q,q{a | 0,0,{r — in}]—»s,s{a | 0,{r}, (Z)]—»s,s{a | {r},0, O}t, tt} (ac-
tually, the guard in # r on the self-loop over s is redundant). Recall that 0 for an update denotes
the mapping {r + r}. We note that Lapeq is not expressible by any DRA or URA.? Intuitively,
A waits in g until it nondeterministically guesses the input data value that should be repeated,
stores it into register r, and moves to state s. In state s, it is waiting to see the data value again,
upon which it moves to the accepting state t and reads out the rest of the word.

On the other hand, the complement of the language, i.e., the language of words where no two
positions have the same data value, formally,

L-3repear = {wlVvij:i#j = D[w] # D[Wj] 13

is not expressible by any DRA or NRA [37, Proposition 5 and its proof], but is expressible by a URA.
The URA accepting L-3epear l00ks similar to the NRA A above with the exception of final states,
which are {g, s} (note that in URAs, in order to accept a word, all runs over the word need to accept,
so in order to accept in this example, all runs of the URA need to avoid the state t). m]

We use NRA=, URA™, and DRA~ to denote the sub-classes of NRAs, URAs, and DRAs with no
disequality guards, i.e., automata where for every transition qs it holds that g* = 0.
Furthermore, for a class C of automata with registers and n € N, we use C, to denote the sub-class
of C containing automata with at most n registers (e.g., DRA;). We abuse notation and use C to
also denote the class of languages defined by C.
3This can be shown by contradiction, assuming that there is a DRA with k registers accepting L3epear- One can then take
a run over some rejected word of the length 2k + 2, cut it in half, and modify the second half of the word to contain some

symbol that is in the first half of the word but is not stored any register. Because of determinism, the DRSA should also
reject the modified word, but then the accepted language is not Layepeqr- Contradiction.
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: ingr : in¢r :
r < ru{in} E] r < ru{in} ry < ry U {in} @i”¢r1

H H

ry « {in}

Fig. 1. DRSA; for Layepeat Fig. 2. DRSA; for L-3,epeat Fig. 3. RSA; for L-vrepear

3 Register Set Automata

On this section, we introduce the model of register set automata, which differ from RAs mainly in the
ability to store into registers sets of values instead of just single data elements. A (nondeterministic)
register set automaton (on data words), abbreviated as (N)RSA is a tuple As = (Q, R, A, I, F) where
O,R I, F are the same as for RAs and A C Q x = x 2R x 2R x (R — 2RV{in}) x O such that if
q s € A, then g€ N g% = 0 (as with NRAs, we often do not write mappings r +— {r}
for r € R when defining up). The semantics of a transition qs is that As can move
from state q to state s if the Z-symbol at the current position of the input word is a and the D-value
at the current position is in all registers from g€ and in no register from g¥%; the content of the
registers is updated so that r; «— (J{x | x € up(r;)} (i.e., r; can be assigned the union of values of
several registers, possibly including the current D-symbol denoted by in).

A configuration of Ag is a pair ¢ € Q X (R — 2P), i.e,, it consists of a state and an assignment of
sets of data values to registers. An initial configuration of As is a pair ¢init = (qinir, {r — 0 | r € R})
with giir € I. Letcy = (q1, f1) and ¢z = (g2, f2) be two configurations of Ag. We say that ¢; can make

a step to ¢, over (a,d) € X XD using transition ¢: qs € A, denoted as ¢; I—ia’d> cy, iff
(1) d € fi(r) forall r € g€,

(2) d ¢ fi(r) for all r € g%, and o
(3) for all 7 € R, we have f(r) = UL () | ' € R+’ € up(r)} u | (@ i in € up(r) and
0 otherwise.

The definition of a run and language of Ay is then the same as for NRAs.
We say that the RSA As is deterministic (DRSA) if for all states ¢ € Q and all a € %, it holds

that for any two distinct transitions g—a | ¢, %, up, >s1,9—a | g5. g5, up, }>s2 € A we have that
gfﬂgg #0org; ﬁgf #0.

Example 3.1. A DRSA accepting the language L3¢peqa: from Example 2.1 is in Fig. 1. Formally, it is
aDRSA; A = ({q.s}. {r}. A, {q}. {s}) where A = {g—(a | 0.{r}. {r > {r.in}} }>q. g a | {r}.0.0 }>s,
s—a|0,0,0 }>s}. Intuitively, the DRSA waits in ¢ and accumulates the so-far seen input data values
in register r (we use r < r U {in} to denote the update r > {r, in}). Once the DRSA reads a value
that is already in r, it moves to s and accepts. ]

Example 3.2. A DRSA; accepting the language L-3yepeqr from Example 2.1 is in Fig. 2. Intuitively,
the automaton stays in state g and accumulates input data values in register r, making sure the
input data value has not been seen previously. ]

Example 3.3. Consider the following language:
L—Nrepeat ={w|3iVj:i#j = D[w] # D[Wj]}

Intuitively, L-y epeq: is the language of all words containing a data value with exactly one occur-
rence. This language is accepted, e.g., by the RSA; in Fig. 3. The RSA stays in state g, collecting
the seen values into its register, and at some point, when it sees a value not seen previously, it
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nondeterministically moves to s, remembering the value in its register. Then, at state s, the RSA
just checks that it does not see the remembered value any more. We note that L_y,epeq: cannot be
accepted by a DRSA (cf. the proof of Theorem 4.6). m|

4 Properties of Register Set Automata

In this section, we establish decidability and complexity of basic decision problems for RSAs and
their closure properties. First, we claim that RSAs generalise NRAs.

FacT 2. For everyn € N and NRA,,, there exists an RSA,, accepting the same language.

The next theorem shows the core property of RSAs: that their emptiness problem is decidable,
however, for a much higher price than for NRAs, for which it is PspAce-complete* [18]. For
classifying the complexity of the problem, we use the hierarchy of fast-growing complexity classes
of Schmitz [57], in particular the class F,,, which, intuitively, corresponds to Ackermannian problems
closed under primitive-recursive reductions.

THEOREM 4.1. The emptiness problem for RSA is decidable, in particular, F,,-complete.

SKETCH OF PROOF. The proof is done by showing interreducibility of RSA emptiness with cover-
ability in transfer Petri nets (TPNs) (often used for modelling the so-called broadcast protocols), which
is a known F,-complete problem [58—-60]. In the following, we briefly describe both directions of
the reduction (see [30] for details and examples).

(RSA emptiness < TPN coverability) Intuitively, the conversion of an RSA A = (Q,R, A, I, F) into
a TPN N is done in the following way. The set of places of N will be as follows: (i) one
place for each state of A, (ii) two special places init and fin, and (iii) one place for every subset
rgn C R; these places are used to represent all possible intersections of values held in registers.
E.g., if there are four tokens in the place representing r; N ry, it means that there are exactly
four different data values stored in both r; and r; and in no other register. Each transition ¢
of A is simulated by one or more TPN transitions between places representing its source and
target states. The number of respective TPN transitions depends on how specific the guard is
in the original automaton, since we need to distinguish every possible option of in being in
some region rgn € 2R, The transitions move the token between the places corresponding to
t’s source and target states and, moreover, use the broadcast arcs to move tokens between
the places representing regions, according to the manipulation of the set-registers in the
update function of t. The special place init is used to have a single starting marking (it
nondeterministically chooses one state from I) and the place fin is used as the coverability
test target; all places corresponding to final states of A can simply transition into it.

(TPN coverability < RSA emptiness) Given a TPN N, the RSA Ay simulating it will have the
following structure. There will be a state qmqin, which will be active before and after the
simulation of firing each transition of N. Moreover, there will be one register for every place
of N; individual tokens in the places will be simulated by unique data values from D stored
in the corresponding registers. For each transition of N, there will be a gadget, doing a cycle
on G main, that represents the semantics of N’s transition. Each such gadget is composed of
several protogadgets, which simulate basic actions performed during the transition (adding
a token to a place, removing a token, moving all tokens between places). Implementation
of adding a token and moving tokens is relatively easy, the tricky part is removing a token,
since RSAs do not support removing a data value from a register. We solve this by using

“Note that for an alternative definition of NRAs considered in [37, 55], where no two registers can contain the same data
value, the problem is NP-complete [55].
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a lossy remove: i.e., if one token is to be removed from a place, we simulate it by removing at
least one token (but potentially more). This will not preserve reachability, but it is enough
to preserve coverability. Moreover, there will also be an initial part setting the contents of
the registers to reflect the initial marking of N (terminating in qqn) and a final part that
checks the coverability by removing (again in a lossy way) tokens from places, terminating
in a single final state. m]

Remark 1. Since RSAs generalise NRAs, their universality, equivalence, and language inclusion
problems are all undecidable.

4.1 Closure Properties

The closure properties of RSAs under Boolean operations are the same as for NRAs (cf. [37, Propo-
sition 5, Theorem 3]).

THEOREM 4.2. The following closure properties hold for the class RSA:

(1) RSA is closed under union and intersection.
(2) RSA is not closed under complement.

SKETCH OF PROOF. The proofs for closure under union and intersection are standard. For showing
the non-closure under complement, consider the language Ly repeqr from Example 3.3, which can
be accepted by RSA. We use a similar technique as in the proof of Proposition 3.2 in [23] and show
that if there were an RSA accepting its complement, namely, the language

Lyrepeat = {w | Yidj: i # j AD[w;] = D[w;]},

RSAs could be used to decide the emptiness problem of a Minsky machine, which is a known
undecidable problem. See the full proof in [30] for more details. m]

For RSAs with a limited number of registers, we lose the closure under intersection.

THEOREM 4.3. Foreachn € N, the classRSA,, is closed under union and not closed under intersection
and complement.

SKETCH OF PROOF. The proof of closure of RSA;, under union is standard. For proving non-closure

of RSA; under intersection, we consider the two following RSA; languages

L ={w|D[wi] =D[wjyy]}  and L7 ={w|D[wz] =D[w},y-1]} (1)
and show that their intersection cannot be accepted by RSA;. This argument can be extended to
RSA,, for n > 1. Non-closure of RSA,, under complement then follows from De Morgan’s laws. O

THEOREM 4.4. DRSA is closed under union, intersection, and complement.
Proor. The proofs are standard (product construction and swapping (non)-final states). o

THEOREM 4.5. Foreachn € N, the class DRSA,, is closed under complement and not closed under
union and intersection.

Proor. Proof of closure under complement is standard. Non-closure under intersection is done
similarly as in the proof of Theorem 4.3. Non-closure for union follows from De Morgan’s laws. O

As with RAs, nondeterminism also allows bigger expressivity for RSAs.

THEOREM 4.6. DRSA C RSA
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Algorithm 1: Determinization of an NRA into a DRSA
Input :Copyless NRA A = (Q,R A, L F)
Output:DRSA A’ = (Q",R, A", I',F’) with L(A") = L(A) or L
1 Q «— worklist — I — {(I,co ={r— 0| r e R}};
2 N — 0;
3 while worklist # 0 do

4 (S, ¢) « worklist.pop();
5 foreacha € 3,9 C {r e R[S] | ¢(r) # 0} do
6 T—{q{(alg.g’. g €A|qeS.g°Cgg*Nng=0}
7 S — {q’ | -q’ € T};
8 if 3g—{- |- g%, ->q € T,3r € g*: ¢(r) > 1 then return L ;
9 T* = {g~(alg" g wlg~ = inl}>q' | g-(alg".g" up}>q' € T};
10 foreach r; € Rdo // update the register size classes
11 tmp — 0;
12 foreach -—{- | g~ upp- € T* do
13 ‘ if up(r;) =y # L Ac(y) # 0 then tmp «— tmp U {y};
14 op,, < tmp;
>~
15 c(r;)) « X c(x);
x€op,;
16 foreach ¢’ € S’ do // check for Cartesian overapproximation
17 P op, X---xop, for{r,...,ra} =R[q];
18 foreach (xi,...,x,) € Pdo
19 | if AC—("|~~uppq) € T s.t. Aup(r;) = x; then return L ;
20 up’ — {ri—op, Tri €R}; 1<i<n
21 if (§’,¢") ¢ Q' then
22 worklist.push((S’,¢));
23 Q —Q U{(S, )}
24 AN — ANU {(S, c) s, C')};

25 return A’ = (Q, R, A, I, {(S,c) e Q | SNF # 0});

ProoF. Let us consider the language L-v epeqr from the proof of Theorem 4.2, which is expressible
using RSAs, and its complement Ly epeqr, Which is not expressible using RSAs. Since DRSAs are
closed under complement (Theorem 4.4), if they could accept L-y repear, they could also accept Ly repear,
which is a contradiction. Therefore, Ly epear ¢ DRSA. O

4.2 Expressivity

The RSA model captures an interesting class of data word languages, strictly generalizing NRAs
and being incomparable to ARAs [18] or pebble automata [48]. Due to the page limit, see [30] for
detailed positioning of RSAs in the landscape of register automata models.

5 Determinizing Register Automata

RSAs have the following interesting property: a large class of NRAs can be determinized into DRSAs
(we emphasize that the determinization considered here changes the model from one storing single
values in registers (NRAs) to one storing sets of values in registers (DRSAs)). In this section, we give
a determinization semi-algorithm and specify properties of a class of NRAs for which it is complete.
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Let A = (Q,R, A, I, F) be an NRA. We use R[q] for g € Q to denote the set of registers r active
at g, for which there exists a transition s—{ - | g7, g%, up ¢t € A with (i) up(r) # L and t = q or
(i) r € g°Ug” and s = q. Besides being the basis for the register locality optimization in Section 5.1.2,
the set of active registers R[q] is also used in the basic algorithm as an overapproximation of the
set of registers with a value different from L (it excludes those register that were just assigned L).
Given a set of states S, we define R[S] = Uges Rlq]. Furthermore, we call A copyless if there is no
reachable configuration (g, f) such that f(r;) = f(ry) # L for a pair of distinct registers ry,r; € R,
i.e, there is at most one copy of each data value in A. Again, any NRA can be converted into the
copyless form, however, the number of states can increase to Bjg - |Q| where B, is the n-th Bell
number. Intuitively, the transformation is done by creating one copy of each state for every possible
partition of R (the partitions contain registers with the same value), and modifying the transition
function correspondingly.

The determinization (semi-)algorithm for a copyless NRA A is shown in Algorithm 1. On the
high level, it is similar to the classical Rabin-Scott subset construction for determinizing finite
automata [52] with additional treatment of registers superimposed onto it.

During the construction, we track (i) all states of A in which the runs of A might be at a given
point, represented by a set of states S C Q and (ii) a mapping ¢: R — {0, 1, 0} assigning to each
register its size class, that records whether the size of the set in the register is 0, 1, or larger than 1
(denoted by the w). The size classes are needed to ensure that our simulation of a disequality test
in # r by the non-membership test in ¢ r is precise, as explained under the item (1) below. the
macrostate is then a pair (S, ¢). The initial state of the constructed DRSA is the macrostate (I, ¢o)
where ¢ is a mapping assigning zero to each register (the run of a DRSA starts with all registers
initialized to @) (Line 1).

The main loop of the algorithm then constructs successors of reachable macrostates for each
a € ¥ and each g C R on Line 5; each pair g, g corresponds to the so-called minterm (minterms
denote combinations of guards whose semantics do not overlap [14]). The set of active registers
R[S] is used here to prune those minterms that clearly cannot be satisfied, since they are testing
a register whose value must be L. For each minterm, we collect all transitions of A compatible
with this minterm (Line 6) and generate the successor set of states S’ (Line 7). The A" update
function up’ for register r is then set to collect into r all possible values that might be stored into r
in A on any run over the input word at the given position (Lines 10-20).

The algorithm uses the following three techniques to handle three sources of imprecision:

(1) Register size classes. (Lines 10 to 15). Since the algorithm collects in the set-register r all
possible values that could have been stored into the standard register r in A, if the disequality
tests in g* were changed for non-membership tests in g%, this could mean that A’ might not
be able to simulate some transition of A (the transition would not be enabled). Consider the
following example:

El ing¢ rq
[q] [a] inery _—inér Is
rq < in rq < rq U {in} : in¢rg rq < rq U {in}
: in#ry El rq < rq U {in} s T
rerg oo\ La]in=rs & I < rq 6
«@ () @ {q} - {g.s}
rq g El ing¢rs
rq < rq U {in}
(a) An NRA A with a disequality guard (b) A part of the DRSA obtained for A

where (b) contains a part of the DRSA obtained if Algorithm 1 did not use the ¢c-component
of macrostates. The reason for this is that after reading the third symbol (i.e., (g, 2)), the RSA
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goes to the macrostate {g}—it thinks it cannot be in s any more. This is the reason why we
augment macrostates with the c-component, the register size classes. They allow to detect
that a disequality test is performed on a register containing more than one element, in which

case we terminate the algorithm (Line 8). The sizes classes are updated on Line 15 where the
>~
sum is saturated to w for values > 1 (denoted by 3 ).

(2) Checking for Cartesian overapproximation (Lines 16 to 19). By collecting all possible values that
can occur in registers, the algorithm is performing the so-called Cartesian overapproximation
(i-e., it is losing information about dependencies between components in tuples). This can lead
to a scenario where, for some set-register assignment f” of A’, we would have d; € f(r;)
and d, € f’(r;), but there would be no corresponding configuration of A with register
assignment f such that d; = f(r;) and d, = f(r;). Consider, e.g., an NRA for the language
{uowoz | u,w,z € (X x D)*, |v| = 2}:

[]

ry 1y

El r3 <13 El
: 72‘*’1 :in:rz
4’& e in ry — in })\ [P /DE"’ZU @
N

When the algorithm computes the successor of the macrostate ({q, s, t}, {r1:1, 2:1,r3:1}) over
a € ¥ and the guard g = 0, it would obtain the following update of registers: r; « {in}
(transition from q to s), r» < r; U ry (transition from s to ¢ and transition from ¢ to t), and
r3 « r3 U {in} (transition from s to ¢t and transition from t to t). This would simulate also the
update ry «— ry, r3 < in, which is nowhere in the original NRA. The algorithm detects the
possibility of such an overapproximation on Lines 16—-19. Note that the overapproximation
checking is overly conservative in a way that for some automata, if we did not do the check
and continued the construction, outputting the DRSA, the resulting DRSA would still be
correct (see [30]).°

(3) Choice collapse at tests (Line 9). When a set-register has collected several nondeterministic
choices of values for a standard NRA register, then testing membership of a concrete value,
which stands for testing equality of the NRA register, should collapse the choices to that
single value. Without the collapse, a subsequent second membership test with a different
value might pass as if the NRA register could hold two different values at once within a single
non-deterministic case. Consider the following example of an NRA A and an RSA obtained
from A by Algorithm 1 without the substitution up[g~ + in] on Line 9 (to save space, we
collapse all macrostates with the same set of states into one)

ﬂ rqt—rqu{m}

rg < in
= iner,
s oL G {%Le Oy

_fa]

Vq — rq

(a) An NRA A (b) A DRSA overapproximating A’s language

One can see that while A cannot accept the word (a, 1){a, 2)(b, 1){b, 2), the DRSA can. This
happens because the DRSA did not “collapse” the possible nondeterministic choices that are
kept in the registers for the value of r, after the first membership test (on the transition

5In the implementation, we actually postpone the overapproximation test only after the whole DRSA is constructed. At this
point, we can check more precisely whether there is some real overapproximation.
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from {q} to {s}) succeeded. We avoid this situation by the substitution on Line 9, which
performs the collapse of the set of nondeterministic choices given by particular values of g~
into a single value when it is positively tested. The update on the RSA transition from {q}
to {s} constructed by the algorithm will then become r; « {in} and the result will be precise.
One might also imagine similar scenario as the previous but with several registers copying
a nondeterministically chosen value (e.g., when a data value is copied from r; to r; and, later,
r1 is positively tested for equality, we need to guarantee that the value of r; also collapses to
the given data value). In order to avoid this, we require that the input NRA is copyless, i.e., it
never happens that a data value is in more than one register.

The correctness of Algorithm 1 is summarized by the following theorem, proved in [30].
THEOREM 5.1. When Algorithm 1 returns a DRSA A’, then L(A) = L(A').

The following proposition establishes the numbers of states and transitions of the output DRSA
of Algorithm 1, which follow directly from the structure of macrostates and transitions of A’.

PROPOSITION 5.2. Let A = (Q,R,A,I,F) be an RA and let Algorithm 1 return a DRSA A’ =
(Q, RN, I'F'). Then |Q’| < 2!Q1+(ogz3) IRl gpg |A’| < |3] - 21Q1+(log; 6)-IRI,

We note that the lower bound on |@’| is 2!9!, which comes from the lower bounds of determiniza-
tion of finite automata [20, Section 1.4.1]. In the RAs obtained from regexes, typically |Q| > |R]|.

We can also modify Algorithm 1 to omit the c-component of macrostates (S, ¢), which will give us
the bounds |Q’| < 2/9! (i.e., the same as for finite automata determinization) and |A’| < |%]- 2!Q1+RI,
This simplification of the algorithm may in practice restrict the class of input RAs on which it
successfully terminates. This is, however, not an issue for RAs without disequality guards ¢g*, which
are output by our algorithm for converting regexes to RAs (cf. Section 6.1); for those, the modified
algorithm successfully terminates in the same cases (the size of the result might, however, be
different in both directions—on the one hand, having the c-component increases the maximum
possible number of states, but on the other hand, keeping track of which registers are empty can
avoid generation of transitions and states that can never be used in a run).

5.1 Improvements

In this section, we propose improvements of the determinization algorithm. In particular, we
introduce slight modifications of Algorithm 1 as well as additional preprocessing of input NRAs
aiming at enlarging the class of NRAs that can be determinized to DRSAs

5.1.1 Refining the Register Size Map. One approach to enlarge the class of NRAs that can be
determinized by Algorithm 1 is to keep the value of ¢ of each macrostate that overapproximate the
register size as precise as possible. Indeed, the value of ¢ affects the condition on Line 8. A way
how ¢ might become unnecessarily high is when tmp N g # 0 and in € tmp. In that case, c(in) =1
does not need to be added to ¢’ since according to the transition guard we know that in is in g. We
hence modify the Line 14 to

op, {tmp\ {in} if tmp ﬂ g # 0and
! tmp otherwise
5.1.2  Register Locality. Another feature limiting the determinizability of the given NRA are nonde-
terministic transitions dealing with the same registers violating the Cartesian overapproximation
checked on Line 19. In order to increase the locality of registers, we propose register-local NRAs.
Locality of registers limiting updates of the same registers in different states and hence reducing
the possibility of the condition on Line 19 holds true. Formally, we call A register-local if for all
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: in#r

ry «—in

(a) Non-copyless form (b) Copyless form

Fig. 4. Copyless conversion for an NRA that stores data values in two registers.

r € Rit holds that if » € R[q] and r € R[s] for some states g, s € Q, then g = s. It is easy to see that
every NRA can be transformed into the register-local form by creating a new copy of a register
for every state that uses it, potentially increasing the number of registers to |Q| - |R|. Formally,
given a NRA A = (Q,R, A, I, F), we define its register-localization as A = (Q, Re, A, I, F) where
R. ={ry | g € Q,r € R} and A, is defined as follows:

Ao = {p qlp{alg.g5uplqe D gz =0,(97), gi=0,(97)
up, = {(vq(r),vp(1)) | (1) € upt U {(05(r), L) | s € O\ {q}. 7 € R}}

where the localization function v, is defined as vg(x) = x4 if x € R, otherwise vg(x) = x for
x € {in, L}. We extend the definition of the localization function to set of values in the usual way.
As a prior step to Algorithm 1, we first convert input NRA to its register-local form.

(2)

5.1.3 Relaxing the Copyless Property. Conversion of an input NRA to an equivalent copyless NRA
may introduce non-equality guards on registers having nondeterministically chosen values (i.e.,
in two runs over the same string, the registers can have different values at the same position in
the string). Such non-equality guards can cause Algorithm 1 to return L on Line 8 as it is shown
in Example 5.3. In order to reduce the introduction of non-equality guards, we relax the copyless
condition into relation-free condition in a way that there is no transition where multiple registers are
assigned the same value regardless of the input. In other words, registers can hold the same value as
long a run does not induce equality relations on the register values. Syntactically, relation-freeness
can be expressed as each register must appear on a right-hand side of an update at most once, and
at most one register can be updated by in or a register in the equality guard. Note that every NRA
can be converted to a relation-free form, which is then used as an input of Algorithm 1.

Example 5.3. Consider the NRA over ¥ = {a} shown in Fig. 4a. It non-deterministically selects a
data value to store in r; and then stores the following data value in r,. Equivalent copyless NRA is
shown in Fig. 4b. The NRA non-deterministically selects the data value for r; as well, but before
storing the next data value in r,, it must check that the data value is not already stored in ry. If the
data value is already stored in ry, then it marks that r; = r; in its state control and does not actually
store anything in r,. With this construction, however, we necessarily introduce a non-equality
guard on rq, which eventually causes Algorithm 1 to return L on Line 8.

5.2 Determinizability

Naturally, we wish to syntactically characterise the class of NRAs for which Algorithm 1 is complete.
We observe that when we start with an NRAT and apply the register localization the algorithm
always returns a DRSA (the theorem is proved in [30]).

THEOREM 5.4. For every NRAT, there exists a DRSA accepting the same language.
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Let B(NRA]) be the class of languages that can be expressed using a Boolean combination
of NRAT languages, i.e,, it is the closure of NRAT languages under union, and intersection, and
complement (it could also be denoted as 8(URAY)).

Example 5.5. For instance, the language L3 -3,¢pear composed as the concatenation of L3epeq: and
L-3repear With a delimiter, formally

LEI,—-Hrepeat = LEIrepeat : {(b, d> | de D} . LﬂElrepeat;
is in B(NRAY), since it is the intersection of languages
L3repeat - {(b.d) | d € D} - {{a.d) | d € D}" and {(a,d) | d € D}" - {(b,d) | d € D} - L-3repear;

but is expressible neither by an NRA nor by a URA (URAs cannot express the part before the
delimiter and NRAs cannot express the part after the delimiter). O

The determinizability of 8(NRAT) then follows directly from Theorems 4.4 and 5.4.
COROLLARY 5.6. For any language in B(NRAYT), there exists a DRSA accepting it.

A direct consequence of Corollary 5.6 and decidability of the emptiness check is also decidability
of the inclusion problem as it is shown in the following corollary.

COROLLARY 5.7. The inclusion problem between RSA and 8(NRAY) is decidable.

Proor. We just write L(A;) € L(Az) as L(A;) N L(A;) = 0 and use Corollary 5.6 and The-
orems 4.1 and 4.2. O

6 Matching of Regexes with Backreferences

In this chapter, we define regexes with backreferences and show how they can be converted into
NRAs using a construction based on Antimirov derivatives. We then establish the complexity of
regex matching with DRSAs constructed from these regexes.

6.1 Regexes with Backreferences

Syntax. A regex with backreferences (REBR) R over alphabet X is defined inductively according
to the following grammar:

Ru=e | S| R+R|R-R| R | S)m | \m

where S C ¥, and m € N. In addition to the standard regex syntax, the definition introduces
(i) a capture group (S)m (explicitly indexed by m), capturing a single symbol from the set S, and
(ii) a backreference \m to the m-th capture group. We use RE for the set of all REBRs. Note that
compared to the languages that can be specified using, e.g., Perl Compatible Regular Expressions
(PCREs) [32], our definition does not enable expressing languages where capture groups have
unbounded length, e.g., the language defined by the PCRE /*(.*)\1$/, which matches strings
of the form ww. Capture groups with bounded length (but longer than 1) can be expressed using
REBRs by splitting the longer capture groups into single-letter ones, e.g., PCRE /(. ..)\1/ can be
expressed as /(.) () (L)\1\2\3/.
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Semantics. We will define the semantics of REBR R in two phases: 1) in terms of annotated
words, with marked parts matched by capture-groups and “pointers” to capture groups in place of
backreferences; and 2) normal words obtained by interpreting the annotations.

In phase 1, subwords matching capture groups are annotated by the group’s index m and
the keyword in, and backreference annotations consist of the index of a capture group and the
keyword ref. The language of the annotated words L is hence a language over the alphabet
Sref = 2 U {{s,m,in),(m,ref) | s € 2,0 < m < kg}, with kg being the maximum index of
a capture group or a backreference in R, defined as follows:

Lrer(€) = {e}

Lres(S) =S
Lrer(R1 +Rz) = Lrer (R1) U Lrer(R2)
Lrer(Ry - R2) = Lrer(R1) - Lrer(R2)

Intuitively, a backreference should match the character that the corresponding capture group
matched last in the prefix left of the backreference. Formally, for the m-th capture group and
a prefix w, it is the character match(w, m) = c if it is possible to write w as wj, - (¢, m, in) - wy where
wp € %7 ¢ and ws € X7_ does not contain any occurrence of a symbol {a, m, in) for arbitrary a € X
(hence this split of the prefix w indeed marks the last match of the capture group in it). Otherwise,
if w has no occurrence of an annotated capture group match (a, m, in), then match(w, m) = L.

In order to obtain a language over the alphabet 3 from L ¢, we define annotation interpretation,
denoted as interp, which replaces the backreference annotations with the captured characters and
removes the capture group annotations. Formally, given a word w € 2 . and an index 1 < i < |w|,
interp is defined as

Lref(‘RT) = (Lref(Rl))*
Lrer ((S)m) ={(s,m,in) | s € S}
Lrer(\m) = {(m, ref)}

match(w([1:i—1],m) ifw[i] = (m,ref),
interp(w,i) =4c¢ if wli] = (¢, m, in),

wli] otherwise,

where w[1 : i] = wy...w; for w = wy ... w),,. We lift the definition to a word as interp(w) =
{w’ | w" =interp(w, 1) - - - interp(w, |w|), w" does not contain L }. Notice that removing the words
containing L removes exactly cases where a backreference occurs before the corresponding capture
group is matched. The language of a REBR R is then defined as L(R) = Ue £, () interp(w).
Since our automaton model works with data words and the semantics of REBRs are defined as
languages over %, we define the extension of words/languages over ¥ to data words. For that we
consider some fixed linear ordering on ¥, meaning that there is an injective mapping ord: ¥ — N.
Then, for a word w = a; ---a, € X*, we define w* = (ag,ord(ay)) - - - {an, ord(a,)). We lift the
definition to languages .L°® in the usual way.

Antimirov Derivatives. We can translate REBRs to RAs using a construction based on Antimirov
derivatives [3]. A partial derivative is a function 9: % X RE — 2REN L (we use N to denote the
set NU {L}) such that 9,(R) gives us all possible REBRs (together with potential information about
writing or testing a register) obtained from R by trying to match a string with leading symbol a € X.
The definition of the derivatives is in Fig. 5. In the definition, we also use the predicate nullable(R),
which denotes that R is nullable, i.e., it accepts the empty string. We note that our class of REBRs
allows this relatively simple extension of Antimirov derivatives; if one considered unbounded
capture groups, the derivatives would get more complex.
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d,(€) =0 nullable(e) & true
2,(S) = {{<€’ L} ifac S_ nullable(S) & false
0 otherwise
9a(r1 +12) = 94(r1) U 94(r2) nullable(ry + ry) & nullable(r;) V nullable(r;)
0a(ry - 12) = {““(” 7o) Udalrz) if nullable(ry) nullable(r, - ry) & nullable(ry) A nullable(r,)
ag(ry - r2) otherwise
where a,(r1 - r2) = {(r - ra, tst, up) | (r, tst,up) € 9,(r1)}
0y (r*) ={(r" - r", tst,up) | (r', tst, up) € 9,(r)} nullable(r*) & true
0a((S)m) = {{r, Lirm) | {r, L, L) € 9,(S)} nullable((S),) © false
9a(\m) = {{€,Tm, L)} nullable(\m) & false

Fig. 5. Antimirov derivatives for REBRs. The predicate nullable(R) outputs true iff e € L*(R).

NRA Construction. We use the partial derivatives defined above to transform a regex R into
an NRA in the function rebr2ra. Let kg be the maximum index of a capture group or a backreference
occurring in R. Then we define the NRA rebr2ra(R) = (Q, {ro, ..., "k }, A, {R}, F) where

o the set of states Q contains all regexes that are reachable from R by the partial derivative
construction, i.e., Q = pZ: U{q" |1 {¢’,,*) € 9a(q),q € Z,a e 2} U{R} U Z,
e A is the smallest set such that if (¢, t,u) € 9,(q) for a € 3, then qq' €A
where
-g ={ri}ifu=i# 1,elseg~ =0 and
—up={rimr|0<i<kgi#j}U{rj—infifu=j# Lelseup={ri—>r|0<i<
kg }, and
o F={q € Q| nullable(q)}.
Note that the number of used registers matches the number of capture groups/backreferences
in R. The argument that the number of states of rebr2ra(R) is finite is similar as the one in [3];
more precisely, the number of states of the output NRA is in O(|R]). Then, using the properties of
Antimirov derivatives and the construction described above, we have the following theorem.

THEOREM 6.1. For a regex R we have L(rebr2ra(R)) = [R]°.

6.2 Regex Matching

In order to match a word w € X* w.r.t. a given REBR R, we first construct an RA A corresponding
to R (using rebr2ra). Then, after register localization, we use Algorithm 1 to determinize A.° If the
algorithm does not return L, we have a DRSA ‘A’ representing R. When testing regex membership,
we check that w® € L(A’) using an algorithm tracking configurations obtained during reading
of w*. The following lemma establishing the complexity of this algorithm.

LEMMA 6.2. Letw be a data word and A = (Q,R, A, I, F) be a DRSA over a finite data domain D.
Checking that w € L(A) can be done in time O(|D| - |w| - |R|?).

PRrROOF SKETCH. Consider a data word w and a DRSA A = (Q,R, A, I, F). Further let D = {v; |
v1...0, = D[w]} (note that |D| < |D]). In this proof and the following text we assume a unit cost

®Regarding the determinizability of RAs obtained from REBRs, from Theorem 5.4 and the properties of the RA construction
we have that we are able to process arbitrary REBRs containing a single capture group (but possibly multiple backreferences).
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of comparison between elements of D. The membership checking algorithm tracks configurations
of the form (g,r) where g € Q and r: R — 2°. We assume that set-register values are stored in
a sparse-set data structure with constant insertion and membership and with the union of two sets
linear to the size of one of the two sets (elements of one sets are inserted to the other, creation of
a new sparse-set is not needed as the number of registers is fixed). When constructing a next-state
configuration, we first need to check transition guards to get a successor transition. Here, we
assume that the successor transitions are kept in a BDD-like structure. Hence, for each register, it
suffices to check whether the input symbol is in the register, and then use this bitvector to find an
appropriate transition (recall the automaton is deterministic). This can be done in O(|R|). Then, we
need to compute the transition update, which can be done in O(|D| - |R|%). Therefore the overall
complexity is O(|D] - |w]| - [R|?). o

Note that if the data domain is infinite, testing w € £L(A) can be done in time O(Jw|? - |R|?).
Directly from Lemma 6.2 we have the following theorem.

THEOREM 6.3. For a fixed REBR R over a fixed alphabet, the worst-case time complexity of DRSA-
based regex matching is linear to the length of the input word (provided Algorithm 1 finishes on the
RA obtained from R).

6.3 Finer Complexity Analysis

The constant character cost complexity of matching in Theorem 6.3 hides a quadratic dependency
on the number of registers |R| and the linear dependency on the size of the data domain [D|. When
the DRSA is obtained from a REBR of the size m and with r backreferences by (i) our derivative-
based construction, (ii) register localization, and (iii) our determinization (Algorithm 1), then we
have |R| € O(m - r). The |D| particularly can be large in practice and problematic.

We will argue that the factor |D|, coming from the need to unite and copy registers, can be avoided
if the automaton never copies registers. Copying is thus never done and the cost of uniting registers
is covered by the maximum cost of adding elements to the registers. The quadratic dependence on
|R| = rm also decreases to linear. Formally, we define an RSA as copy-free if it has no transition
where it assigns the same non-singleton register to two registers. Practical relevance of this class is
witnessed by the fact that in our experiments, the copy-free DRSA were constructed in 488 cases
out of 1,335 (our main benchmark set of single-letter regexes that were found ReDoS prone).

THEOREM 6.4. For a copy-free DRSA, the complexity of testing membership is O(|R] - |w]).

PROOF SKETCH. Let us measure the age of a data value by when it was read form the input, and
let the age of a register be the age of its oldest value. Let us union two registers by inserting values
from the younger one to the older register. With sparse-sets, the complexity would be linear to the
size of the younger register, as every insertion is constant-time. That is, within one union operation,
each element in the younger register contributes O(1). Note that since the automaton is copy-free,
a value taken from a position in the input data word can be this way (within the union operation)
inserted into older registers at most |R| times (after |R| unions, the value must be in the oldest
register). Hence, inserting the value from a particular position in the input word within unions may
take at most O(|R|) time, and we have |w| positions, which amounts to O(|R| - |w|) for uniting
registers overall. Initialising the sparse-sets would take O(|R| - |D|) time, but |D| can be w.lo.g.
capped at |w|. ]

Note that also testing w € L(A) with an infinite D with copy-free DRSA would be in O(|R|- |w]).
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7 Experimental Evaluation

We have implemented a prototype RSA-based regex matcher rsamatch [72] in Python and evaluated
its performance against other state-of-the-art regex matchers on realistic ReDoS attack vectors
involving backreferences. Our experiments are designed to evaluate the following hypotheses:

(1) Existing regexes matchers are vulnerable when matching regexes with backreferences.

(2) A large portion of regexes with backreferences contain only single-letter backreferences.

(3) Most of the regexes with single-letter backreferences that are vulnerable to ReDoS can be
converted to DRSAs and matched with a predictable performance.

7.1 Experimental Setup

Regex Matchers and Data Sets. We compared rsamatch against a representative sample of state-
of-the-art matchers, namely, grep [21], pcre2 [32], Python RE [41] (denoted as re), standard library
matchers of JavaScript [19], Java [50], and .NET [44] (denoted as js, java, and .net respectively).
These are mostly backtracking-based, possibly in combination with other techniques, but they all
mainly use their backtracking core when confronted with backreferences. We note that matchers
for some scripting languages (Python’s re and pcre2) are actually implemented in C and not in the
scripting language itself. Some very fast matchers such as RE2 [28] and especially HyperScan [73],
based on automata and other techniques, are missing in the comparison since they do not support
backreferences [27, 34]. All experiments were run on a Ubuntu GNU/Linux machine with the
AMD EPYC 9124 CPU with 16 cores at 3.0 GHz and 94 GiB of memory (we note that the memory
consumption of all matchers was far below the limits imposed by the hardware).

As our regexes, we started with 3,252 real-world regexes with backreferences obtained from the
comprehensive data set Lingua Franca [17] and 8,794 regexes from the benchmarks of the ReDoS
generator RENGAR [74], for a total of 12,046 regexes.” From these, we picked regexes with single-
letter backreferences because although multi-letter capture groups can be rewritten as single-letter
ones (for a bounded length, cf. Section 6), the determinization often fails for them (Algorithm 1
returns L due to overapproximation), which gave us 3,299 regexes (27 %).

ReDoS Inputs. In general, there are several flavours of ReDoS considered in the literature. In our
evaluation, we consider the scenario where there is a regex (known to the attacker) running on
a server (or a network intrusion detection system or a packet filter etc.) and the attacker provides
an input that exhibits a costly matching, which is, to the best of our knowledge, the most realistic
setting, since it has already led to several real-world ReDoSes [4, 22].8 The input of every experiment
is a pair of a regex and an input string, which was created using the ReDoS generator RENGAR [74].
RENGAR was able to provide an attack vector for 1,335 regexes from the data set (40 %). Since
in the considered ReDoS setting, one regex is used to match a large quantity of user inputs, we
perform the determinization in rsamatch offline and then run the matching with the precomputed
DRSA. Out of the 1,335 regexes with ReDoS inputs, our determinization algorithm returned L on
43 regexes (3 %) and timed out (because of a regex complexity other than backreferences; e.g., most
of the regexes start with an implicit ".*", which already creates a nondeterministic choice at the
beginning) on 41 of them (3 %). The average runtime of the determinization algorithm on successful

"In the Lingua Franca data set, 52 % of the regexes had capture groups of fixed lengths and 57 % had capture groups of
bounded lengths (the fixed-length are a subset of the bounded-length). In the RENGAR data set, 22 % regexes had capture
groups of fixed lengths and 24 % had capture groups of bounded lengths. In total, 30 % regexes had capture groups of fixed
lengths and 33 % had capture groups of bounded lengths.

8Some of the other settings considered in the literature is, e.g., when the attacker can provide both the regex and the input.
While such a situation may occur in the real-world, it is less common and much easier to exploit when backreferences are
enabled due to the NP-hardness of their matching [2].
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Table 1. A frequency table of run times and statistics for rsamatch and the other matchers on the 1,246
supported regexes with the RENGAR-generated inputs. The column TOs denotes timeout (> 100 s), column > 1s
is the sum of the values in all columns over 1s, and the errors column shows the numbers of unsupported
regexes. The numbers in the right-hand part of the table are for successful runs only and are in seconds.

tool <1ls 1-5s 5-10s 10-50s 50-100s TOs > 1s errors | mean median std. dev
rsamatch 1,244 2 0 0 0 0 2 — 0.299 0.16 0.303
grep 1,131 6 0 16 4 15 41 74 0.664 0.01 5.973
re 1,139 36 14 11 3 43 107 0 0.532 0.01 4.416
pcre2 1,001 14 4 4 0 3 42 203 0.144 0.01 1.219
js 660 8 1 11 1 33 54 532 0.531 0.06 3.702
java 595 18 5 7 5 19 54 597 0.996 0.05 6.438
.net 629 24 13 9 3 40 89 528 0.813 0.04 5.165

instances was 1.150 s, the median was 0.260 s, and the standard deviation was 3.064 s. Since the
determinization needs to be performed only once for many runs of the matching algorithm, the
cost of determinization can be amortized. RENGAR generated strings of the length between 55 and
90,124 characters, with the average of 34,521 characters. We set the timeout to quite generous 100 s.

Determinizability. In the previous paragraph, we analyzed on how many of the ReDoS-prone
regexes we managed to construct a corresponding DRSA. Let us now discuss on how many of all
input regexes (12,046) we managed to build the corresponding DRSA. From the 12,046 regexes, 2,944
contained unsupported syntax (we use Python frontend and its regex dialect), which gave us 9,102
regexes to start with. Out of these, our algorithm outputs DRSA on 3,138 of them (34.5 %). When
we restrict ourselves to the single-letter ones, these were 3,434, making our algorithm successful
on 91 % of them.

7.2 Results

In Table 1, we show a frequency table (the table form of a histogram) of run times of rsamatch and
the other matchers on the 1,246 supported input regexes. We note that some of the regex matchers
failed on a considerable number of the input regexes—this is due to different dialects of regexes
used by the matchers and should not be considered their failure (rsamatch uses Python’s dialect,
which is why re has 0 errors). The use of different dialects means that the semantics of one regex
differs based on the matcher [17]; while this would be an issue if we were are cross-comparing
the performance of the matchers, in this study, we are focusing on ReDoS vulnerability, where the
concrete semantics of a regex is not so important.

The results show that rsamatch’s run time for the vast majority of benchmarks (all except two)
is below one second (the run times for the two hardest benchmarks were 1.13 and 2.2 seconds). The
other matchers, on the other hand, indeed struggled on these attack vectors considerably, often
taking tens of seconds or even exceeding the 100 s timeout. Considering that the normal matching
time on such strings is counted in milliseconds, they can indeed be considered manifestations of
vulnerabilities, even for the relatively simple class of regexes with single-letter backreferences. If
we fix a ReDoS threshold at 1s, the column > 1s counts the number of successful ReDoS attacks.
Here, the second best matcher (after rsamatch) was pcre2 with 42 attacks (although it could not run
on 203 benchmarks) and then grep with 41 attacks (with 74 benchmarks excluded due to an error).

In the right-hand part of the table, we give statistics about the run times of the matchers on the
instances where they did not timeout (or fail): the arithmetic mean, the median, and the standard
deviation. Although rsamatch is a prototype written in Python, its average time is comparable to
the other matchers (also taking into account the fact that they timed out on a number of inputs). The
median run time of rsamatch is higher than for the other matchers, but it should be significantly
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Fig. 6. Comparison of rsamatch with grep, re, and pcre2. Times are in seconds, axes are logarithmic. Dashed
lines represent timeouts (100s). Colours distinguish datasets: o Lingua Franca, ® RENGAR.

decreased if reimplemented in a more efficient programming language, such as C/C++. The last
column of the table also exhibits the robustness and predictability of the performance of rsamatch,
since the standard deviation of the run times is (despite rsamatch’s prototype nature) an order of
magnitude lower than for the other matchers.

We include a more detailed comparison with the best competing tools, grep, re, and pcre2, in the
form of scatter plots shown in Fig. 6. One can clearly see the contrast in performance predictability,
with our matcher almost always staying below the 1s mark, on many being instances significantly
faster than the competitors. Note that grep either managed to solve the matching problem almost
instantly or timed out.

8 Related Work

Regex Matching. The literature on efficiently matching regexes is rich, with works ranging from
matching feature-rich regexes in mainstream languages [7, 71], to instruction-level optimized regex
matching in HyperScan [73], down to accelerating regex matching using FPGAs [11, 42]. Here we
focus mainly on automata-based regex matching and regexes with backreferences.

Automata-based regex matching can be traced back to Thompson [66], who introduced a practical
algorithm based on on-demand NFA determinization with caching. There have been several attempts
of automata models for matching regexes with backreferences, but they have generally failed
expectations of the community. Memory automata of Schmid [56] provide a natural extension
of finite automata with a register bank, each register able to store a word, but do not allow
determinization. The language-theoretic aspects of regexes with backreferences were further
studied in [25]. Chida and Terauchi [13] show that lookaheads increase the expressive power of
regexes with backreferences. Becchi and Crowley [8] encode backreferences into an extended model
of NFAs using backtracking. Nogami and Terauchi [49] devise a quadratic-time (w.r.t. the input
length) algorithm for matching a certain class of regexes with backreferences, which is incomparable
to our class—they allow capture groups with unbounded length, but only one capture group and
one reference to it; our work, on the other hand, allows multiple capture groups, multiple references
to them, and our constructed automata often process the input in linear time (with a quadratic
time worst-case guarantee). Namjoshi and Narlikar [47] extend Thompson’s algorithm [66] to
a model similar to the models of [8, 56] in the obvious way by tracking the set of all possible
configurations, which is inefficient (for each symbol, the number of operations proportional to the
(potentially exponential) size of the set of configurations is required). Varatalu et al. [71] present
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a derivative-based regex matcher supporting many extensions of classical regexes. They do not
support backreferences, but it seems that our derivatives (cf. Section 6) could be combined with it to
extend its usability. Moreover, there are also some proprietary ad hoc solutions that allow matching
of regexes with backreferences [64], but they are mostly incomplete and with no guarantees.

In our work, we were inspired by counting-set automata introduced by Turoiiova et al. [69],
which use sets of counter values to compactly represent configurations of counting automata [33]
(a restricted version of counter automata [45] with a bound on the value of counters for compact
representation of finite automata), to obtain a deterministic model for efficient matching of regular
expressions with repetitions.

ReDoS. While initially neglected, the potential of exploiting regex matching for denial of service
was popularized by the successful attacks on StackOverflow [22] and Express. js [4]. While
many industrial matchers handle basic regexes reasonably well [7, 21, 28, 71, 73], using extensions
can make the matchers vulnerable to ReDoS; in [68], this was demonstrated even for highly
optimized matchers such as RE2 [28] or HyperScan [73] (these two have backreferences explicitly
disabled [27, 34]). Over the years, there have been many works dealing with the analysis of regexes
for ReDoS vulnerability, sometimes including ReDoS generation, and proposals for how to avoid
this attack vector (see, e.g., the works in [6, 16, 17, 29, 38, 40, 43, 51, 62, 63, 74-76] or the systematic
literature review in [9]). On a more theoretical level, Terauchi [65] studies conditions for ReDoS
vulnerability of regexes with backreferences and proposes a technique for transforming a class of
memory automata to invulnerable regexes.

Automata Models for Data Words. The literature on automata over infinite alphabets is rich, see,
e.g., the excellent survey by Segoufin [61] and the paper by Neven et al. [48]. Register automata
were introduced (under the name finite memory automata) by Kaminski and Francez in [37] and
their basic properties further studied by Sakamoto and Ikeda in [55]. Demri and Lazi¢ study
in [18] (non-)deterministic, universal, and alternating one-way and two-way register automata,
and their relation to the linear temporal logic with the freeze quantifier, which can store the
current data value into a register. In particular, they show that LTL%(X, U), i.e., the fragment of
the logic with one freeze register and the next (X) and until (U) temporal operators captures the
class of languages accepted by one-way alternating register automata with one register (ARA;).
Figueira [23] introduces alternating register automata with one register and two extra operations:
guess and spread (ARA; (g, s)). Intuitively, guess and spread can be used for existential and universal
quantification over future and past data values respectively.

Set-augmented finite automata, introduced in [5], resemble RSAs in a way that they allow to
store a set of values in a register, however, with noticeable restrictions: (i) set-augmented automata
allow equality/disequality guard to be a singleton only, and (ii) the update function is restricted to
storing the currently read data value to a single register (or no update is applied as a second option).
It is not possible, e.g., to union the contents of two set-registers (which is a crucial operation in our
determinization algorithm), or to empty a register. Due to these restrictions, RSAs have greater
expression power compared to set-augmented automata (e.g., the parametric language defined in
[5, Theorem 1] can be accepted by RSA; but not by a corresponding set-augmented automaton).

History-register automata, introduced in [70], are a similar model to RSA™ in a way that they
also allow sets of values to be stored in registers. The key difference is the assignment of values to
registers. The only way how to change a value in a register is add/remove the currently processed data
value. It is not possible e.g., to union the content of two registers (which is, as noted above, crucial in
our determinization), which is possible in RSA™ making our model more expressive. In particular,
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in [30] we show that RSA™ are expressive at least as history-register automata and moreover,
deterministic history-register automata are strictly less expressive than deterministic RSA™.

9 Conclusion and Future Work

We have introduced register set automata, a class of automata over data words providing an
underlying formal model for efficient matching of a subclass of regexes with backreferences. There
are many challenges that we wish to address in the future: (i) improvement of our determinization
algorithm to work on a larger class of input NRAs, (ii) explore other, more expressive, formal models
that would allow deterministic automata models for a large class of regexes with backreferences
(e.g., the hard regex in footnote? is beyond the power of DRSAS), (iii) develop efficient toolbox for
working with RSAs occurring in practice, and (iv) explore other approaches of how to efficiently
deal with nondeterminism in practice, e.g., in a similar way as considered in [39] (which does not
consider backreferences).

Data Availability Statement

An environment with the tools and data used for the experimental evaluation in the current study
is available at [31].
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