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PacketsbfrombnewbZunknownTbflowsbarebsendbdirectlybtobsoftwarez

Userbapplicationsbdecidebthebtrafficbtypebandbitsbacceleratedbpreprocessing:

    Interesting =>bsendbwholebpacketsbZwithbpayloadTbtobsoftwarezb

    Bulkb=>bperformbNetFlowbinbhadrwareborbsendbonlybheadersbtobsoftwarez

    Uninterestingb=>bdropbpacketsbinbhardwarez

PrincipleUofUFunctionality

New SDM conceptbofbflowbbasedbnetworkbmonitoringbacceleration:

bbbbFlowbbasedbnetworkbmeasurementsbwithbthroughput of 100 Gbpsz

    Easy deployment of new tasksbwithoutbhardwarebmodificationsz

    Acceleration of application level processingbandbdeepbpacketbinspectionz

      Enables high speed and high quality measurement of network traffic! 

Results publishedbonbseveralbnationalbandbinternationalbconferences:

bbbbACMxIEEEbsymposiumbANCS12

bbbbCZzNICbconferencebIT12

bbbbcompetitionbStudent EEICT13

bbbbTERENAbconferencebTNC13

bbbbSDthbIETFbmeetingb-bNMRG Workshop 

Isbgoing to be deployedballboverbthebCzechb

RepublicbinbCesnetbbackbonebnetworkzb

ContributionsUandUConclusions

Results
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Rapidbnetworkbbandwidthbincreaseb-bhigh throughtputbisbimperativez

Evolvingbnaturebofbprotocolbusagebandbsecuritybthreatsb-bflexibility isbneededzbb

Insufficientbapplication protocol supportbinbexistingbmonitoringbdevicesz

   Enable flexible application protocol analysis on high-speeds!

Motivation

=>

Accelerationbofbmassivelybusedboperationsb-bfilteringbandbagregationz

bbbbHardwarebaccelerated7bsoftwarebcontrolled reduction of trafficz

Hardwarebandbsoftwarebarebtightlybcoupledbtogetherbforbmaximalbefficiencyz

Brandbnewbnovelbparadigmbcreated:bSoftware Defined Monitoringz

The Performanceb -b hardware performsb basicb monitoringb ofb uninterestingx

bulkbtrafficbwithbthroughtputbsufficientbforb,HHbGbpsbnetworkszb

The Controllerb-bsoftwarebdirectlybcontrollsbaccelerationbofbtrafficbprocessingz

The Intelligenceb-bapplications performbadvancedbuserbspecificbtasksz

bbbbApplicationbprotocolbZLayerbDTbparsingbandbdeeperbpacketbinspectionz

bbbbDetailedbanalysisbofbsuspiciousbandbanomalousbtrafficbforbthreatbdetectionz

   User applications can adjust acceleration of traffic processing on fly! 
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