Introduction

Smart devices such as mobile phones

and tablets every day are increasingly
more widely used in the current com-
munication in organizations of various
types. The number of these devices is
growing rapidly and with it the threat
generated by different ways interfere

with their functioning.

In our work we monitor the behavior
of the mobile device with factory set-
tings. Our purpose is to find out if
these devices already at its first conn-
ection to the network threaten the
privacy of the user.

Device security

Mobile devices often contain or have
access to sensitive information that
should be protected. Using smartpho-
nes brings new security risks that every
user should consider before working
with information that is somewhat
private [1].

Kudakwashe [2] states that over time,
mobile devices have become the
target of all types of attacks that exist
for traditional computers. Therefore,
mobile devices should be protected
by a wider set of security techniques
than traditional desktops or laptops.

Mobile device security

Reasons endangering safety

The most common problem is that
users do not have a physically secure
phone. Some users also forget to lock
sensitive apps [3].

Another problem is that wireless WiFi
connections are not always encrypted.
There are many applications that do
not implement encryption of data that
are transmitted and received over the
network [4].

Many users ignore the notification that
a new platform update is released. With
an unaddressed platform, apps are also
not being updated many times, resul-
ting in no security patches being
installed [5].
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Figure 1. Network topology
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Standard query @x9b2c A p35-ckdatabase.icloud.com

Security testing process

Standard query ©@x42a7 A gs-loc.apple.com

At first we determined which mobile
devices will be tested. In the next
step, we used a tool to create an
access point that we then connected
to each device.

Standard query @xf@7c A lcdn-locator.apple.com

Standard query @xaf@8 A albert.apple.com
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Standard query @x@94c A quzzoni.apple.com

Standard query 8xd373 A time.apple.com
Figure 1 shows the involvement of
individual components - mobile devices,
network connectivity devices, and a
tool that provides capture and analysis
of communications.

Standard query @xB3ff A api-diagmon.samsungdm.com

Once the access point was created, we
connected the devices to the wireless
network that we created and tracked
their behavior. We used WireShark
{Fig. 2) to capture and analyze data.

Standard query @x2cal A android.clients.google.com

Standard query @xf3ifc A updatesec.sonymobile.com
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Standard gquery @xde6f A ssl.gstatic.com

Standard query @xf8la A www.msftncsi.com

We've set all tested devices in the factory
settings so that we can determine exactly
which packets are sent to the servers and
which servers they are connecting to.

In WireShark, we chose the created
connection and filtered out requests

that were routed from the device to the
network.

Standard query BxBeb2 A discoveryservice.windowsphone.com

Standard query @x1628 A ctldl.windowsupdate.com

Phone

Standard query @xbl86 A oCsp.msocsp.com

Standard query @xe25c¢ A mscrl.microsoft.com

- Windows

Figure 2. Captured DNS packets with WireShark
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Results

We've found that Windows Phone devices
are the safest in terms of networking,

so users should also consider this platform
when they buy the device.

The most commonly used Android and
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