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• data collecting

• aggregation and analysis

• transformation to signals and antigens

Architecture

Client Side

Computational Intelligence
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Cell Algorithm

Server Side

Evaluation

• CSIC 2010 and Smihla datasets

• compare to PHPIDS

• two different sets of parameters

Our Goals

• the system will be applicable 

  in real size web systems

• minimization of resource

  consumption on monitored system

• minimization of required user

  interaction

DDCA Tuning

• young algorithm (first prototpe 2005)

• populational, 

  stochastic algorithm

• does not need 

  extensive training

• low CPU requirements

• low FP counts

• antigen - signal

• original DDCA has no tuning mechanism

• our attempt - EA to set signal weights 

Dendritic Cell
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• deep signal analysis

• antigen state assigment

• adaptation

• fault tolerance

• error resilience with noisy data 

• suitable for anomaly detection

  model
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