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1 Úvod 



2 Teoretická část 

2.1 Hromadná správa 



2.1.1 Automatizace v hromadné správě 

2.1.2 Standardy 

2.1.3  Hromadná správa v heterogenním prostředí 



2.2 Technologie 

2.2.1 CFEngine 



2.2.1.1 Historie  

2.2.1.2 Komerční a komunitní verze 

- 

- 



- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

2.2.1.3 Podporované operační systémy 

make

- 

- 

- 

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 



2.2.2 Puppet 

2.2.2.1 Komerční a komunitní verze 

- 

- 

- 

- 

- 

- 

- 

- 

- 



2.2.2.2 Podporované operační systémy 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 



2.2.3 Chef 

2.2.3.1 Komerční a komunitní verze 

- 

- 

- 

- 

- 

- 

- 

- 

- 



2.2.3.2 Podporované operační systémy 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

2.2.4 Ansible 

- 

- 

- 

- 

sudo root

2.2.4.1 Komerční a komunitní verze 



- 

- 

- 

2.2.4.2 Podporované operační systémy 

- 

- 

- 

- 

- 

2.2.5 Microsoft System Center 2012 R2 Configuration Manager 

- 

- 

- 

- 

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

2.2.6 Srovnání 



2.3 Volba vhodného řešení 





- 

- 

- 

2.4 CFEngine 

2.4.1 Teorie slibů 



2.4.2 Princip funkce 

- cf-serverd

- cf-execd cf-agent

- cf-agent

- cf-runagent cf-agent



cf-serverd

cf-execd

cf-agent

cf-runagent

cf-serverd

cf-execd

cf-agent

cf-runagent

Server Klient

Požadavek na spuštění

Spuštění

Spuštění

cf-serverd cf-execd cf-execd

cf-agent cf-serverd

cf-agent

- 

- 

cf-agent cf-runagent cf-serverd

cf-agent



2.4.3 Souborová struktura 

/var/cfengine/

- bin

- inputs

- lastseen

- lib

- masterfiles

- modules

- outputs

- ppkeys

- reports

- share

- state

2.4.4 Aktualizace a vykonání politiky 

cf-agent

cf-agent inputs

cf-agent

update.cf  

inputs cf-agent



masterfiles

masterfiles inputs

2.4.5 Jazyk 

2.4.5.1 Koncepce 

2.4.5.2 Promise 



 
   files: 
 
      "/tmp/test_file" 
         comment => "Soubor test_file musí existovat a mít práva 644.", 
          create => "true", 
           perms => m("644"); 
 

files test_file /tmp

2.4.5.3 Bundle 

webserver

agent cf-agent

server cf-serverd

 
   bundle agent ntp 
   { 
      files: 
         "/etc/ntp.conf" 
             create => "true", 
          copy_from => secure_cp("/repo/config-files/ntp.conf","daidalos.civ.zcu.cz"); 
 
      services: 
         "ntp" 
            service_policy => "start"; 
   } 
 

ntp

 files

 services ntp

2.4.5.4 Body 



 
   bundle agent example 
   { 
      files: 
         "/etc/passwd" 
            perms => system; 
   } 
 
   body perms system 
   { 
      mode => "644"; 
      owners => { "root" }; 
      groups => { "root" }; 
   } 
 

2.4.5.5 Class 

 
   bundle agent tvrde_tridy 
   { 
      reports: 
 
         linux:: 
            "Tento klient používá Linux!"; 
 
         solaris:: 
            "Tento klient používá Solaris!"; 
 
         windows:: 
            "Tento klient používá Windows!"; 
   } 
 

report



 
   bundle agent mekke_tridy 
   { 
      classes: 
 
         "monday_linux"  and => {"linux", "Monday"}; 
         "apache" expression => fileexists("/etc/apache2"); 
 
      reports: 
 
         monday_linux:: 
           "Je pondělí a tento klient používá Linux!"; 
 
         apache:: 
           "Tento klient má konfiguraci Apache!"; 
   } 
 

classes

monday_linux apache

monday_linux linux Monday

monday_linux

apache fileexists()

/etc/apache2

 
   reports: 
 
      linux.Monday:: 
         "Logická operace AND."; 
 
      windows|solaris:: 
         "Logická operace OR."; 
 
      !linux:: 
         "Logická operace NOT."; 
          

2.4.5.6 Proměnné 

- 

- 

- 



- string

- int

- real

- slist

- ilist

- rlist

 
   bundle agent promenne 
   { 
      vars: 
 
         "retezec"     string => "Toto je řetězec."; 
         "celociselna" int    => "999"; 
         "realna"      real   => "1234.56"; 
   } 
 

common

 
   $(promenna) 
    

 
   $(nazev_bundle.promenna) 
    

 
   bundle agent seznamy 
   { 
      vars: 
 
         "retezce"     slist => {"První", "Druhá", "Třetí"}; 
         "celociselne" ilist => {"1", "2", "3"}; 
         "realne"      rlist => {"1.23", "4.56", "7.89"}; 
   } 
 

 
   @(seznam) 
    



 
   bundle agent vlozeny_seznam 
   { 
      vars: 
 
         "sladina" slist => {"voda", "slad"}; 
         "mladina" slist => {@(sladina), "chmel"}; 
   } 
 

 
   bundle agent asociativni_pole 
   { 
      vars: 
 
         "pole_uzivatelu[jgroll]"   string => "Josef Groll"; 
         "pole_uzivatelu[aholecek]" string => "Antonín Holeček"; 
         "pole_uzivatelu[flesner]"  string => "František Lešner"; 
 
      reports: 
 
         "V městě Plzni působil $(pole_uzivatelu[jgroll])"; 
   } 
  

2.4.5.7 Iterace 

 
   bundle agent iterace 
   { 
      vars: 
         "maso" slist => {"vepřové", "kuřecí", "hovězí", "jehněčí"};   
     
      reports: 
         "Máma mele $(maso) maso."; 
   } 
 



cf-agent

 
   Máma mele vepřové maso. 
   Máma mele kuřecí maso. 
   Máma mele hovězí maso. 
   Máma mele jehněčí maso. 
 

 
   bundle agent iterace 
   { 
      vars: 
         "zvire" slist => {"prase", "kure", "krava", "jehne"}; 
 
         "maso[prase]" string => "vepřové"; 
         "maso[kure]" string => "kuřecí"; 
         "maso[krava]" string => "hovězí"; 
         "maso[jehne]" string => "jehněčí"; 
 
      reports: 
         "Máma mele $(maso[$zvire]) maso."; 
   } 
 

getindices()

 
   "zvire" slist => getindices("maso"); 
 

 
   bundle agent problem 
   {  
      vars: 
         "pivo" slist => {"budvar", "prazdroj", "birell"}; 
         "napojovy_listek" => {"mineralka", "kofola", "pivo_$(pivo)"};  
   } 
 

 
   "napojovy_listek" => {"mineralka", "kofola", "pivo_budvar", "pivo_prazdroj", 
                         "pivo_birell"}; 
 

getindices() getvalues()



 
   Redefinition of variable "napojovy_listek" 
 

 
   "napojovy_listek" => {"mineralka", "kofola", "pivo_budvar"}; 
   "napojovy_listek" => {"mineralka", "kofola", "pivo_prazdroj"}; 
   "napojovy_listek" => {"mineralka", "kofola", "pivo_birell"}; 
 

2.4.5.8 Pořadí spuštění 

 meta

 vars

 defaults

 classes

 files

 packages

 guest environments

 methods

 processes

 services
 commands
 storage
 databases
 reports



edit_line

edit_line

 meta

 vars

 defaults

 classes

 delete lines

 field edits

 insert lines

 replace patterns

 reports

bundlesequence

common control common control main()

bundlesequence

2.4.5.9 Typy slibů 

files



vars classes

2.4.5.10 Commands 

commands

processes

execresult()

 
   bundle agent update_apt 
   { 
      commands: 
         "/usr/bin/apt-get update"; 
   } 
 

module

- + +nazev_tridy

- – –nazev_tridy
- =

- @

2.4.5.11 Processes 

processes

processes commands commands

- 

- 

- 



processes 

- 

- 

- 

commands

processes commands

 
   bundle agent apache2_enabled 
   { 
      processes: 
         "apache2" 
            restart_class => "restart_apache"; 
 
      commands: 
         restart_apache:: 
            "/etc/init.d/apache2 start"; 
   } 
 

restart_apache

processes

 
   bundle agent apache2_disabled 
   { 
      processes: 
         "apache2" 
            process_stop => "/etc/init.d/apache2 stop", 
            signals => {"term", "kill"}; 
   } 
 

processes

2.4.5.12 Services 

commands processes

services



 
   bundle agent apache2_service  
   { 
      services: 
         "www" 
            service_policy => "start"; 
   } 
 

service_method

 
   bundle agent custom_service  
   { 
      services: 
         "custom123" 
            service_policy => "start", 
            service_method => service_custom; 
   } 
 
   body service_method service_custom  
   { 
      service_bundle => my_services("$(this.promiser)","$(this.service_policy)"); 
   } 

   bundle agent my_services 
   { 
      vars: 
         "startcommand[custom123]" string => "/etc/init.d/cutom123 start"; 
         "restartcommand[custom123]" string => "/etc/init.d/custom123 restart"; 
         "reloadcommand[custom123]" string => "/etc/init.d/custom123 reload"; 
         "stopcommand[custom123]" string => "/etc/init.d/custom123 stop"; 
         "pattern[custom123]" string => ".*custom123.*"; 
 
      processes: 
      . 
      .  
      . 
 
      commands: 
      . 
      .  
      . 
   } 
 

services

commands processes

processes.cf



2.4.5.13 Files 

files

- 

- 

- 

 
   bundle agent soubor_ze_serveru  
   { 
     files: 
        "/tmp/soubor" 
           copy_from => remote_cp("/var/cfengine/masterfiles/soubor",  
                                  "$(sys.policy_hub)"); 
   } 
 

remote_cp

 
   bundle agent soubor_ze_sablony  
   { 
     files: 
        "/tmp/soubor2" 
           create => "true", 
           edit_template => "/tmp/sablona"; 
   } 
 



 
   listen_address = $(sys.ipv4) 
 

 
   [%CFEngine linux:: %] 
   listen_address = $(sys.ipv4[eth0]) 
 
   [%CFEngine solaris:: %] 
   listen_address = $(sys.ipv4[e1000g0]) 
 

edit_line

 
   bundle agent ssh_config  
   { 
     files: 
        "/etc/ssh/sshd_config" 
           edit_line => disable_root; 
   } 
 
   bundle edit_line disable_root  
   { 
     delete_lines: 
        ".*PermitRootLogin yes.*"; 
 
     insert_lines: 
        "PermitRootLogin no"; 
   } 
 
 

disable_root

2.4.5.14 Packages 

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

 
   bundle agent apache2_package  
   { 
      packages: 
         "apache2" 
            package_policy => "add", 
            package_method => apt-get; 
   } 
 



2.4.5.15 Methods 

methods

 
   bundle agent tokoukate  
   { 
      vars: 
         "jidla" slist => {"Knedlíky se zelím, se zelím kyselým", 
                           "Pak sem jed u stolu kdo ví co v rosolu", 
                           "Kapustu vařenou jedli sme s Mařenou", 

                           "Sám jsem si za pecí zadělal telecí"}; 
 
      methods: 
         "any" use_bundle => predstavtesi("$(jidla)"); 
   } 
 
   bundle agent predstavtesi(jidlo)  
   { 
      vars: 
         "ref" string => "Představte si, představte si, co jsem měl dnes k obědu"; 
 
      reports: 
         "$(ref). $(jidlo)."; 
   } 
 

methods

2.4.5.16 Reports 

reports

syslog.

 
   bundle agent vystup  
   { 
      reports: 
         "Toto je informace pro administrátora."; 
   } 
 

 



2.4.5.17 Standardní knihovna 

lib/

2.4.6 Bezpečnost 

 

 

 

 

 



- 

- 

- 

allowconnects

2.4.7 Vliv na bezpečnost informačního systému 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 



2.4.8 Dokumentace 

- 

- 

- 



3 Realizační část 

3.1 Laboratorní nasazení 1 - CFEngine 3 Community Edition 

CFEngine Community 3.5.2

Server

hucan.zcu.cz

Klient

hucan2.zcu.cz

Klient

hucan4.zcu.cz

Klient

hucan3.zcu.cz



3.1.1 Instalace serveru a klientů 

apt cfengine3

 

methods:

 

/var/cfengine /var/lib/cfengine /var/cfengine/inputs

/etc/cfengine

 

cfengine-community

apt

/etc/apt/sources.list

 
   # cfengine.com 
   deb http://cfengine.com/pub/apt stable main 
 

 
   apt-get install cfengine-community 
 

hucan.zcu.cz

cf-agent --bootstrap

 
   cf-agent --bootstrap --policy-server 147.228.52.126 
 

cf-agent

127.0.0.1

masterfiles

21 http://cfengine.com/pub/apt/packages 



def.cf

 
   vars: 
 
      "acl" slist => { "$(sys.policy_hub)/16" }; 
 
      "domain" string => "zcu.cz"; 
 

acl body server control

- allowconnects

- trustkeysfrom

- skipverify

sys.policy_hub /16

147.228.0.0/16

domain

zcu.cz

metalist.civ.zcu.cz

hucan2.zcu.cz hucan3.zcu.cz hucan4.zcu.cz

hucan.zcu.cz

3.1.2 Správa verzí politiky 

- 

- 

- 



 

 

 

 

hucan.zcu.cz

 
   mkdir /var/cfengine/repository 
   git init --bare 
 

- 

- 

- 

- 

- 

- 



masterfiles_branches

masterfiles

 
   mkdir /var/cfengine/masterfiles_branches/  
 
   mkdir /var/cfengine/masterfiles_branches/master/ 
   mkdir /var/cfengine/masterfiles_branches/testing/ 
   mkdir /var/cfengine/masterfiles_branches/development/ 
 

git

 
   git clone /var/cfengine/repository/ /var/cfengine/masterfiles_branches/master/. 
 

   
   cp –r /var/cfengine/masterfiles/* /var/cfengine/masterfiles_branches/master/ 
 
   cd /var/cfengine/masterfiles_branches/master/ 
   git init 
   git add * 
   git commit -m "Vložení výchozího zdrojového kódu" 
   git branch --set-upstream master origin/master 
   git push  
 

      
   git clone /var/cfengine/repository/ /var/cfengine/masterfiles_branches/testing/. 
 
   cd /var/cfengine/masterfiles_branches/testing/ 
   git branch testing 
   git commit -m "Vytvoření větve testing" 
   git branch --set-upstream testing origin/testing 
   git push 
 

--set-upstream push

 promises.cf

 

promises.cf



update.cf

promises.cf

cf_promises_validated

update.cf

hucan2.zcu.cz

hucan3.zcu.cz

 
   classes: 
 
      "branch_development" or => { "hucan2_zcu_cz" }; 
 
      "branch_testing" or => { "hucan3_zcu_cz" }; 
 

branch24

 
   vars: 
 
      any:: 
         "branch" string => "master", 
                  policy => "overridable"; 
 
      branch_testing:: 
         "branch" string => "testing", 
                  policy => "overridable"; 
 
      branch_development:: 
         "branch" string => "development", 
                  policy => "overridable"; 
 

masterfiles_branches

 
   vars: 
 
      "branches_root" string => "/var/cfengine/masterfiles_branches"; 
 
      "my_branch_location" string => "$(branches_root)/$(branch)"; 
 



 
   files: 
 
      am_policy_hub|validated_updates_ready:: 
 
         "$(inputs_dir)" 
               copy_from => u_rcp("$(mybranch_location)","$(sys.policy_hub)"),  
            depth_search => u_recurse("inf"), 
             file_select => u_input_files, 
                  action => u_immediate, 
                 classes => u_if_repaired("update_report"); 
 

validated_updates_ready

cf_promises_validated

cf-agent

cf_promises_validated

cf-execd cf-agent cf_promises_validated

cf-agent

inputs

cf-agentu

cf-promises

cf-agent cf_promises_validated



 
   commands: 
 
      "$(branches_root)/update.sh master" 
          module => "true"; 
 
      "$(branches_root)/update.sh testing" 
          module => "true"; 
 
      "$(branches_root)/update.sh development" 
          module => "true"; 
 

update.sh git pull

 
   #!/bin/bash 
 
   cd /var/cfengine/masterfiles_branches/$1 
   gitout = `git pull 2>/dev/null` 
 
   if [[ $gitout =~ ^.*up-to-date.*$ ]] 
      then 
         echo "-branch_$1_has_changed" 
      else 
         echo "+branch_$1_has_changed" 
   fi 
 

git pull

^.*up-to-date.*$

branch_$1_has_changed update.cf

validated

 

   files: 
 

      am_policy_hub.branch_master_has_changed:: 
 

         "$(branches_root)/master_validated" 
               create => "true", 
            edit_line => adddatetime($(date_time)); 
 

      am_policy_hub.branch_testing_has_changed:: 
 

         "$(branches_root)/testing_validated" 
               create => "true", 
            edit_line => adddatetime($(date_time)); 
 

      am_policy_hub.branch_development_has_changed:: 
 

         "$(branches_root)/development_validated" 
               create => "true", 
            edit_line => adddatetime($(date_time)); 
 



cf_promises_validated

validated_updates_ready

 
   files: 
 
      "$(inputs_dir)/$(branch)_validated" 
         copy_from => u_rcp("$(branches_root)/$(branch)_validated","$(sys.policy_hub)"), 
            action => u_immediate, 
           classes => u_if_repaired("validated_updates_ready"); 
 

controls/cf_serverd.cf

 
   access: 
 
      "$(sys.workdir)/masterfiles_branches" 
         admit => { ".*$(def.domain)", @(def.acl) }; 
 

masterfiles

update.cf

--bootstrap

update.cf

update.cf

update.cf update.cf

Výchozí konfigurace Minimální konfigurace
Standardní 

konfigurace s 

podporou větví

 update.cf

 update.cf

 update.cf



3.1.3 Design Center 

- sketch_apache.json

- apache.cf

- 

- 

- 

- 

- 

cf-sketch

hucan.zcu.cz

 
   git clone https://github.com/cfengine/design-center.git /var/cfengine/design-center 
 



cf-sketch

 
   cf-sketch> install Apache::Simple 
   Sketch Apache::Simple installed under /var/cfengine/masterfiles/sketches. 
    
   cf-sketch> define params Apache::Simple 
   Please enter a name for the new parameter set: apache_params 
   hostname: hucan2.zcu.cz 
   port [80]: 8080 
   ssl_port [443]: 4433 
   docroot: /var/www 
   Parameter set apache_params successfully defined. 
    
   cf-sketch> define environment –n apache_env hucan2_zcu_cz 
   Environment 'apache_env' successfully defined. 
 
   cf-sketch> activate Apache::Simple apache_params apache_env 
   Using generated activation ID 'Apache::Simple-2'. 
   Using existing parameter definition 'apache_params'. 
   Defining new environment named 'apache_env' for class expression 'apache_env' 
   Activating sketch Apache::Simple with parameters apache_params. 
 
   cf-sketch> deploy 
   Runfile /var/cfengine/masterfiles/cf-sketch-runfile.cf successfully generated. 
 

 masterfiles

 

 

 

 cf-sketch-runfile.cf

masterfiles

promises.cf bundlesequence

cfsketch_run cf-sketch-runfile.cf

cf-sketch-runfile.cf

cfsketch_run

cf-sketch



3.2 Laboratorní nasazení 2 - CFEngine 3 Enterprise Edition - Free 25 Node 

- 

- 

- 

Klient

rucan.civ.zcu.cz

CFEngine Enterprise 3.5.2

Server

tucan.zcu.cz

Klient

tucan3.zcu.cz

Klient

tucan2.zcu.cz

Klient

bucan.civ.zcu.cz

Klient

ducan.zcu.cz

3.2.1 Instalace serveru a klientů 

- 

- 

- 



tucan.zcu.cz cfengine-nova-hub_3.5.2-1_amd64.deb

dpkg

 
   dpkg -i cfengine-nova-hub_3.5.2-1_amd64.deb 
 

 
   cp –r /var/cfengine/share/NovaBase/* /var/cfengine/masterfiles/ 
 

/var/cfengine/

tucan2.zcu.cz tucan3.zcu.cz

 
   dpkg -i cfengine-nova_3.5.2-1_x86_64.deb 
 

 
   cf-agent --bootstrap --policy-server 147.228.52.142 
 

cfengine-nova-3.5.3-i386-

solaris.pkg ducan.zcu.cz

 
   su 
   pkgadd -d ./CFEcfengine-nova-3.5.3-i386-solaris.pkg 
   ./cf-agent --bootstrap 147.228.52.142 
 



cfengine-nova-3.5.3.0-i686.msi bucan.civ.zcu.cz

 
   msiexec /i cfengine-nova-3.5.3.0-i686.msi 
 

 
   C:\Program Files\Cfengine\bin\cf-key.exe 
   C:\Program Files\Cfengine\bin\cf-agent.exe --bootstrap 147.228.52.142 
 

cf-key.exe

3.2.2 Zpětná vazba 

reports

- 

- 

- 



- 

- 

- 

- 

- 

- 

- 

cf-hub

cf-agent cf-hub

cf-serverd

cf-report

- 

- 

3.2.3 Mission Portal 

- 

- 

- 

- 

- 



- 

- 

- 



- 

- 

- 

- 

- 

3.2.4 Design Center GUI 

- 

- 

- 

tucan.zcu.cz



git

 
   ssh-keygen -C 'Mission Portal' -N '' -f mission_portal_id_rsa 
   cat mission_portal_id_rsa.pub >> ~/.ssh/authorized_keys 
 
   chown git:git ~/.ssh/authorized_keys 
   chmod 700 ~/.ssh/authorized_keys 
 

- Database::Install::MySQL::Simple

- Database::Install::PostgreSQL::Simple



3.2.5 Enterprise API 

- 

- 

- 

- 

- 

 
   curl -k --user admin:password http://tucan.zcu.cz/api/ 
 



 
   curl -k --user admin:password http://tucan.zcu.cz/api/query -X POST -d \ 
      '{ "query": "SELECT Hosts.Hostname FROM Hosts" }' 
 

3.2.6 Windows a Solaris 

os_test

 
   bundle agent os_test 
   { 
      files: 
 
         solaris:: 
            "/tmp/it_works_on_solaris" 
               create => "true"; 
 
         windows:: 
            "C:\temp\it_works_on_windows" 
               create => "true"; 
 
         linux:: 
            "/tmp/it_works_on_linux" 
               create => "true"; 
   } 
 

translatepath()



cf-execd

3.2.7 Raspberry Pi 



 
   apt-get install libtokyocabinet-dev openssl libssl-dev libpcre3 libpcre3-dev 
   wget -O cfengine-3.5.3.tar.gz \ 
   http://cfengine.com/source-code/download?file=cfengine-3.5.3.tar.gz 
   tar -xf cfengine-3.5.3.tar.gz 
   cd cfengine-3.5.3/ 
   ./configure 
   make 
   make install 
   cd /var/cfengine/bin/ 
   ./cf-key 
   ./cf-agent --bootstrap 147.228.52.142 
 

cf-key

lighttpd

 
   bundle agent rpi 
   { 
      packages: 
 
         rucan_civ_zcu_cz:: 
            "lighttpd" 
               package_policy => "add", 
               package_method => apt; 
 
      files: 
 
         rucan_civ_zcu_cz:: 
            "/var/www/index.html" 
               copy_from => remote_cp("/var/cfengine/masterfiles/files/index.html",                  
                                      "$(sys.policy_hub)"), 
               perms => m("644"); 
 
            "/var/www/index.lighttpd.html" 
               delete => tidy; 
   } 
 

packages lighttpd

apt files

index.html



index.lighttpd.html

3.2.8 Nahrazení Enterprise funkcí 

cf-serverd



cf-report

classesmatching()

action



3.3 Puppet 

3.3.1 Funkce Puppetu 

- 

- 

- 



3.3.2 Použití v MetaCentru 

3.3.3 Srovnání s CFEngine 3 



cf-monitord

cf-agent



3.4 Srovnání variant 

3.5 Produkční nasazení 

daidalos.civ.zcu.cz cf.civ.zcu.cz



3.5.1 Správa verzí politiky 

- 

- 

git clone

3.5.2 Organizace politiky 

cf-agent

- promises.cf

- update.cf

body common control

bundlesequence slist



- apache2

- libapache2-mod-php5

- 

- 

- 

- apache.cf

- content.cf

apache content

apache

 

   bundle agent apache 
   { 
      packages: 
 

         "apache2"...; 
         "libapache2-mod-php5"...; 
 

      files: 
 

         "/etc/apache2/sites-available/mujweb" copy_from =>...; 
         "/etc/apache2/sites-enabled/mujweb" link_from =>...; 
 

      services: 
 

         "apache2"...; 
   } 
 

content

 

   bundle agent content 
   { 
      files: 
         "/var/www" copy_from =>...; 
   } 
 



hosts

hosts.cf

 
   bundle agent hosts  
   { 
      methods: 
 
         any:: 
            "any" usebundle => ntp, comment => "Služba NTP klienta"; 
 
         webserver_zcu_cz:: 
            "any" usebundle => webserver, comment => "Služba webserveru"; 
 
         ftpserver_zcu_cz:: 
            "any" usebundle => ftpserver, comment => "Služba FTP serveru"; 
   } 
 

methods

promises.cf
Vstupní bod do politiky

hosts.cf
Přiřazení služby klientovi

webserver.cf
Služba

apache.cf
Instalace, nastavení, běh

content.cf
Aktualizace obsahu



3.5.3 Příklady použití 

3.5.3.1 NTP klient 

ntpd

services

 
   bundle agent ntp_run 
   { 
      services: 
 
         any:: 
            "ntpd" 
               service_policy => "start"; 
   } 
 

3.5.3.2 Firewall 



- 

- 

iptables

iptables

shorewall



 
   bundle agent network_firewall 
   { 
      vars: 
 
            "iptables_check_cmd" string => "/sbin/iptables -L INPUT"; 
            "shorewall_cmd" string => "/etc/init.d/shorewall start"; 
            "iptables_script_cmd" string => "/etc/init.d/iptables start"; 
 
            "iptables_output" string => execresult($(iptables_check_cmd), "noshell"); 
 
      classes: 
 
            "firewall_disabled"  
               expression => regcmp("(?ms).*^Chain INPUT \(policy ACCEPT\)$.*", 
                                    $(iptables_output)); 
 
            "shorewall"  
               expression => fileexists("/etc/shorewall"); 
 
            "iptables_script"  
               expression => fileexists("/var/lib/iptables/active"); 
 
      commands: 
 
         firewall_disabled.shorewall:: 
            "$(shorewall_cmd)" 
               classes => if_repaired("firewall_enabled"); 
 
         firewall_disabled.!shorewall.iptables_script:: 
            "$(iptables_script_cmd)" 
               classes => if_repaired("firewall_enabled"); 
 
      reports: 
 
         firewall_disabled.!firewall_enabled:: 
            "Firewall byl deaktivovan a nepodarilo se jej nastartovat."; 
   } 
 

 

 

services

iptables -L INPUT

ACCEPT

firewall_disabled

shorewall iptables_script



 

 

 

3.5.3.3 Konfigurace DNS klienta 

147.228.3.3 dns.zcu.cz



/etc/resolv.conf

 
   bundle agent resolver 
   { 
      vars: 
 
         "resolv_conf" string => "/etc/resolv.conf"; 
 
         "primary_nameserver" string => "147.228.3.3"; 
 
         "default_search" string => "zcu.cz civ.zcu.cz"; 
 
         "allowed_nameservers" slist => {"127.0.0.1", 
                                         "10.0.1.2", 
                                         "10.190.0.1", 
                                         "$(primary_nameserver)", 
                                         "147.228.52.11", 
                                         "147.228.10.15", 
                                         "147.228.190.15", 
                                         "147.228.150.5"}; 
 
         "allowed_search" string => "zcu\.cz civ\.zcu\.cz(\s[a-zA-Z]+\.zcu\.cz)?"; 
 
         "allowed_nameservers_array[nameserver\s+\Q$(allowed_nameservers)\E\s*]" 
            string => ""; 
 
         "allowed_nameservers_lines" 
            slist => getindices("allowed_nameservers_array"); 
 
         "allowed_search_lines" 
            slist => {"search\s+$(allowed_search)\s*"}; 
 
      files: 
 
         "$(resolv_conf)" 
            create => "true", 
            edit_line => fixresolv(); 
   } 
 

resolver

resolv.conf fixresolv

fixresolv



 nameserver

 search

 nameserver

147.228.3.3

 search

3.5.3.4 SMART pro pevné disky 



smartctl

 
   bundle agent smarthdd 
   { 
      vars: 
 
         "partitions_cmd"  
            string => "/bin/cat /proc/partitions"; 
 
         "partitions_out"  
            string => execresult($(partitions_cmd), "noshell"); 
 
         "dimension"  
            int => parsestringarrayidx("partitions_table",  
                                       "$(partitions_out)", 
                                       "", "\s+", "1000", "200000"); 
 
         "partitions_keys"  
            slist => getindices("partitions_table"); 
 
         "partition_names_array[$(partitions_keys)]"  
            string => "$(partitions_table[$(partitions_keys)][4])"; 
 
         "partition_names_list"  
            slist => getvalues("partition_names_array"); 
 
         "physical_drives_list"  
            slist => filter("[sh]d[a-z]", "partition_names_list", "true", "false", 
"9999"); 
 
      reports: 
 
         "physical drives:$(physical_drives_list)"; 
 
      methods: 
 
         "any" usebundle => smartctl("$(physical_drives_list)"); 
   } 
 
   bundle agent smartctl(drive) 
   { 
      commands: 
 
         "smartctl –t long $(drive)"; 
   } 
 

smartctl



execresult()

parsestringarrayidx()

filter()

smartctl

3.5.4 Zpětná vazba 

reports

 
   bundle agent sluzba 
   { 
      ... 
 
      reports: 
 
         doslo_k_chybe:: 
            "Došlo k chybě."; 
   } 
 



- 

- 

- 

3.6 Nalezené chyby 

3.6.1 Chyba detekce instalovaných balíků 

dpkg

dpkg rc

--purge

rc

i

3.6.2 Chyba odesílání e-mailů 

civ.zcu.cz

: 

 
   mailfrom   => "root@$(sys.host).$(def.domain)"; 
 

$(def.domain) 

zcu.cz civ.zcu.cz



$(sys.fqhost)

 
   mailfrom   => "root@$(sys.fqhost)"; 
 

3.6.3 Chyby dokumentace 

3.7 Prezentace 



4 Závěr 



5 Přehled zkratek 



6 Literatura 













7 Přílohy 

Příloha 1: Modul aktualizace z GIT repozitáře 
 
   #!/bin/bash 
 
   # 
   #  Update z GITu a overeni navratove hodnoty - Modul pro CFEngine3 
   # 
   #  Marek Petko 
   # 
 
   # Cesta k vetvim 
   branches="/var/cfengine/masterfiles_branches/" 
 
   if [[ $# < 1 ]] 
      then 
         echo "Chyba: Nebyl zadan parametr - nazev vetve." 
         exit 1 
   fi 
 
   cd $branches$1 
 
   gitout=`git pull 2>/dev/null` 
   RET=$? 
 
   if [ $RET -ne 0 ] ; then 
      echo "+brach_$1_git_pull_error" 
      exit 1 
   fi 
 
   if [[ $gitout =~ ^.*up-to-date.*$ ]] 
      then 
         echo "-branch_$1_has_changed" 
      else 
         echo "+branch_$1_has_changed" 
   fi 
 
   cd .. 
   exit 0 
 



Příloha 2: Bundle fixresolv 
 

   bundle edit_line fixresolv 
   { 
      vars: 
        "primary_nameserver_count" 
          int => countlinesmatching("nameserver\s+\Q$(resolver.primary_nameserver)\E\s*", 
                                     $(resolver.resolv_conf)); 
 

        "propper_search_count" 
           int => countlinesmatching("search\s+$(resolver.allowed_search)\s*", 
                                      $(resolver.resolv_conf)); 
 

      classes: 
         "primary_nameserver_found" 
            expression => isgreaterthan($(primary_nameserver_count),0); 
 

         "primary_nameserver_too_many_entries" 
            expression => isgreaterthan($(primary_nameserver_count),1); 
 

         "propper_search_found" 
            expression => isgreaterthan($(propper_search_count),0); 
 

         "propper_search_too_many_entries" 
            expression => isgreaterthan($(propper_search_count),1); 
 

      delete_lines: 
         ".*nameserver.*" 
            delete_select => delete_nameservers; 
 

         ".*search.*" 
            delete_select => delete_search; 
 

      insert_lines: 
         !primary_nameserver_found:: 
            "nameserver $(resolver.primary_nameserver)" 
               location => after_private; 
 

         !propper_search_found:: 
            "search $(resolver.default_search)"; 
 

      reports: 
         primary_nameserver_too_many_entries:: 
           "Nalezen duplicitni zaznam primarniho nameserveru v $(resolver.resolv_conf)!"; 
 

         propper_search_too_many_entries:: 
           "Nalezen duplicitni zaznam search v $(resolver.resolv_conf)!"; 
   } 
 

   body location after_private 
   { 
      select_line_matching =>  
      "\s*(search.*)|(nameserver\s+127\.0\.0\.1)|(nameserver\s+10\.\d{1,3}\.\d{1,3}\.\d{1,3})\s*"; 
 

      before_after => "after"; 
      first_last => "last"; 
   } 
 

   body delete_select delete_nameservers 
   { 
      delete_if_not_match_from_list => {@(resolver.allowed_nameservers_lines)}; 
   } 
 

   body delete_select delete_search 
   { 
      delete_if_not_match_from_list => {@(resolver.allowed_search_lines)}; 
   } 
 



Příloha 3: Produkční nasazení 

allycon-tst.zcu.cz   

allycondb-tst.zcu.cz  

apate-ch.fek.zcu.cz  

apate-hj.zcu.cz  

cicomexocitl.civ.zcu.cz 

cloud-001.civ.zcu.cz 

cloud-101.civ.zcu.cz 

collect.civ.zcu.cz  

daidalos.civ.zcu.cz 

daphne.civ.zcu.cz  

daphne2.civ.zcu.cz 

dbavu.zcu.cz  

dbmvso.zcu.cz  

dbvoscb.zcu.cz 

dbvsss.zcu.cz  

gate-vpn1.zcu.cz  

gate-vpn2.zcu.cz  

gmontest.zcu.cz 

hc.civ.zcu.cz  

horus.civ.zcu.cz  

kraken.zcu.cz 

laila.civ.zcu.cz  

lamia.zcu.cz  

listek.civ.zcu.cz  

listik.zcu.cz 

lm64.zcu.cz  

metalist.civ.zcu.cz 

midas.civ.zcu.cz  

netman2.civ.zcu.cz  

pdev.civ.zcu.cz  

phix-test.zcu.cz 

phix.zcu.cz  

polyxen.civ.zcu.cz 

procesy.zcu.cz  

pythia.zcu.cz  

xen1.civ.zcu.cz 


